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What is LOCKSS?

● Based at Stanford University Libraries
● "Lots Of Copies Keep Stuff Safe"
● Provides a range of technical and operational 

support services to preservation networks 
powered by LOCKSS

● Develops the open source LOCKSS software
○ distributed digital preservation system
○ Highly resistant polling-and-repair 

protocol from peer-reviewed research
○ Web crawler, polling-and-repair 

preservation repository, metadata 
extraction, Web replay; driven by a plugin 
system



What's with the turtle?

The LOCKSS logo reflects our core principles of 
community, decentralization, and durability. You 
may see it as:

A tortoise — In folklore tortoises represent 
deliberateness, determination, and longevity

Peers seated around a table — Digital 
preservation is most sustainably situated in a 
community with clear lines of communication 
and a shared commitment to saving content 

Nodes in a network — LOCKSS is digital 
preservation in which multiple systems are all 
working together



What is CLOCKSS?



What is CLOCKSS? 5 essential facts

1. It's a dark archive.

2. It's international.

3. It's multi-disciplinary.

4. It's multilingual.

5. It's dedicated to diversity, 
equity and inclusion. 

disciplines languages

Source: https://clockss.org/about/ 

https://clockss.org/about/


What is CLOCKSS? By the Numbers

62.3 Million 
Journal Articles

561,500
Books

80
Triggered Titles Open Access

~300
TB stored in each node and growing 
each year

300
Supporting Libraries

681
Participating Publishers
 
12
Mirror Repository Sites

4
million articles in 2025



Building Blocks: the AU

Archival Unit (AU):

A collection of files that can be crawled and has a 
defined start and endpoint.

Examples:

● All content delivered from a single publisher via 
file transfer in 2026 

● The 2025 volume of a single journal published 
on a publisher's website



Building Blocks: A LOCKSS Network

A small number of sites host 
hardware that runs the LOCKSS 
software and is dedicated for 
network use. This protects data 
through geographic separation 
and diversifies localized risks.

Archival Unit

Node



Building Blocks: A LOCKSS Network

Nodes in a LOCKSS network 
each work independently to 
obtain copies of the targeted 
digital content.

Archival Unit



Building Blocks: A LOCKSS Network

During the polling-and-repair 
process, nodes communicate 
with one another using a 
peer-to-peer protocol to verify 
that each stored copy is 
authentic and intact. 

Archival Unit

!



Building Blocks: A LOCKSS Network

If it detects damage, a LOCKSS 
node will repair from the 
original source, if available, or 
copy from a proven peer.

Archival Unit



A day in the life of a LOCKSS web crawler

● Crawl
○ Documents are collected from the publisher website 

● Poll
○ A quorum of machines compares successful crawls

● Hash
○ Compare to each other

● Repair
○ Disagreements are resolved with a repair from the original source if available



CLOCKSS infrastructure

Archival Unit Ingest Network

See https://clockss.org/about/how-clockss-works/ 

Production Network

https://clockss.org/about/how-clockss-works/


Web Harvest vs File Transfer Pathways

File Transfer

Web Harvest



Web Harvest vs File Transfer Pathways

File Transfer

Web Harvest

AUs: ~202K in the Archive
● Volume of a Journal
● Volume or Chapter of a Book
● A finite collection of documents
● Up to ~500 GB

Access via IP subscription and the 
presence of the CLOCKSS Permission 
Statement on any domain with 
content or web replay files 

Start page
● List of journal issues by year or 

volume
● Allows for discovery of a limited 

amount of content at a time.



Web Harvest vs File Transfer Pathways

File Transfer

Web Harvest

AUs: ~1600 
● Content delivered by partner
● Divided into buckets up to ~300 GB
● Large publishers may deliver many 

AUs per year
● > 80% of articles delivered this way

Delivery via FTP, SFTP, Snail Mail

Metadata standards and data structure 
are established during setup and need 
to stay consistent. All metadata comes 
from delivered files.

WARCs and Project Jasper are special 
types of File Transfer where the 
content is staged by us (WARC), or 
delivered in partnership with DOAJ and 
the Internet Archive (Project Jasper).



Web Harvest vs File Transfer Onboarding

File Transfer

Web Harvest

What are the titles, and identifiers 
(ISBN or ISSN)?

What content and metadata formats 
will be sent (PDFs, epubs, XML, JATS 
metadata, ONIX metadata, etc)?

How are the content and metadata 
related to each other in the delivery?

How frequently will content be 
delivered? 

How much will content be delivered in 
a year? 

What are the titles, URLs, and 
identifiers (ISBN or ISSN)?

Where is the metadata?

Is there more than one host (for 
images, scripts)?

Is there a lot of dynamic content?

How is the content divided?  By issue, 
volume, or is it continuous?

Open-access or IP-based 
subscription access?



Evaluation and Plugins



Evaluation & Plugin Development

What is a plugin?

● A LOCKSS plugin is a bundle of 
rules and code adapting the 
general LOCKSS software to the 
particulars of a given preservation 
target, such as a publishing 
platform (ex: Open Journal 
Systems)

● Java + xml configuration files



Evaluation & Plugin Development

What is a plugin?

● A LOCKSS plugin is a bundle of 
rules and code adapting the 
general LOCKSS software to the 
particulars of a given preservation 
target, such as a publishing 
platform (ex: Open Journal 
Systems)

● Java + xml configuration files



Evaluation & Plugin Development

How do we get content? 

● File Transfer (FTP)
● Web Harvest



Evaluation & Plugin Development

Your turn…



Evaluation & Plugin Development
What would be important content to preserve? What should not be collected? 



Evaluation & Plugin Development
What would be important content to preserve? What should not be collected? We want to 

collect these.

We donʼt want to 
collect these.



Evaluation & Plugin Development

Evaluation

● How dynamic is the website?

Dynamic Static

Generates content on the fly. Generally more difficult to 
fully capture all elements of a website. 

Delivers pre-built HTML files "as-is". Generally easier for 
the crawler to fully capture. 



Evaluation & Plugin Development

Evaluation

● Is there metadata? How is it 
formatted?



Evaluation & Plugin Development

Evaluation

● Is the URL structure consistent and predictable?
○ Predictable URL: https://ascelibrary.org/toc/jbenf2/22/12 

○ Chaotic URL: https://paulthecat.gov/123meow456789 

Journal ID Volume Number Issue Number

https://ascelibrary.org/toc/jbenf2/22/12
https://paulthecat.gov/123456789


Evaluation & Plugin Development

What does a complete plugin do?

● Collects all scholarly content specific to an Archival Unit
● Lists accurate number of articles
● Collects as much metadata as is available
● Provides representative replay of website
● Does not undercrawl or overcrawl



Evaluation & Plugin Development

● 70% of plugin development is maintenance
● Websites change over time



Content Test and Release



Content Testing & Content Release



• expected not known if AU exists on the publisher's website

• exists known that AU exists on the publisher's web site

• manifest permission page and manifest verified

• testing a LOCKSS team member is testing this AU

• notReady testing has failed

• ready testing is complete and AU is ready for release to staging servers

• crawling iteratively crawling on the staging servers

• ingNotReady error found on the staging servers

• finished testing complete on staging servers

• down no longer crawling, awaiting resolution

• superseded this AU was found to be malformed

Content Testing & Content Release



Content Testing

● Discover
○ Find content

● Document
○ Create specialized catalog records

● Test
○ Test crawls of content to ensure software compatibility

● Debug
● Release to the staging network

○ Continuously releasing year round,
~1000 archival units per month

CC0 1.0 Universal by Bernard Spragg <https://www.flickr.com/photos/volvob12b/9606387860> 

lockss-usdocs.stanford.edu



“Fondos archivo” CC BY-SA 3.0

Discover New Material

● add new publishers & journals 
(on demand)

● new volumes to add, 
predictable & unpredictable 
(annually)

● find new start pages (script 
checks 1x/wk)

https://commons.wikimedia.org/wiki/File:Fondos_archivo.jpg
https://creativecommons.org/licenses/by-sa/3.0/deed.en


“Fondos archivo” CC BY-SA 3.0

Discover Maintenance Tasks

● old volumes have moved, 
developed errors

● merge metadata for multiple 
networks

● compare the catalog to the 
network

● QA. typos, duplicate ISSNs, 
duplicate volumes, malformed 
parameters

https://commons.wikimedia.org/wiki/File:Fondos_archivo.jpg
https://creativecommons.org/licenses/by-sa/3.0/deed.en


Document

• title database (tdb file)
• basic metadata

• publisher, title, publication year, issn/isbn
• in case metadata is missing from web site

• parameters for each AU
• url & volume or year or others
• defines the AUid

• passes parameter values to the publisher plugin 
• unique key

• status
• human readable
• LOCKSS archive: recognize, crawl, donʼt crawl



● Text file
● Human readable and 

editable
● Java scripts transform this 

data for:
○ searching & reports 

(csv)
○ LOCKSS archive (xml)

● shell, purl, python, awk 
scripts transform data 



● Text file
● Human readable and 

editable
● Java scripts transform this 

data for:
○ searching & reports 

(csv)
○ LOCKSS archive (xml)

● shell, purl, python, awk 
scripts transform data 
further for complex reports

publisher name

base_url

journal_id

volumestatus



“SMPTE Color Bars” CC BY-SA 3.0

Testing

• Test content against software 
• two servers (choosing from 4)
• 12 hours apart

• Errors
• No subscription
• Permission statement missing
• No volume
• Malformed lists of issues, articles, or links
• URL redirects ( journal has moved)
• No articles
• HTML crawl errors (canʼt access, taking too 

long, missing, moved)
• Transient changes, rotating ads, dynamic 

content, watermarking

https://commons.wikimedia.org/wiki/File:SMPTE_Color_Bars.svg
https://creativecommons.org/licenses/by-sa/3.0/deed.en


Testing: Generating an AUid

AUid



AUTest Result



AUTest Result



AUTest Result

Successful 
Result



AUTest Result

Unsuccessful 
Result



<100% Agreement

Fetch Error

No permission 
from publisher

Can't fetch start 
page

Crawl Start

Crawl End

Categories of Errors



Debugging: Can't fetch start page

● Volume does not exist
○ Change status to doesNotExist. 

● AUid formed incorrectly
○ Correct tdb file. 

● Permission statement or start page missing
○ Request from publisher. 

● Start page url redirects
○ Journal may have moved.



Debugging: No publisher permission

● No articles
○ No content to preserve; no subscription; or article URLs have 

changed. 

● Publisher has delayed the release of content
○ Confirm that newer content is not publicly accessible. 

● Crawler finds a login page on articles
○ Request subscription from publisher. 

● Crawler succeeds on some test servers, but not on others 
○ Request all LOCKSS IP addresses for subscription. 



Debugging: Fetch error

● Incorrect journal parameters 
○ Correct parameters. 

● Malformed absolute urls 
( journal.org/www.random.com)
○  Request correction from publisher. 

● Malformed link (recursive urls, one-time urls, white 
space)
○ Request plugin fix.

● More complex issues
○ Ask for help from engineering staff.

!



<100%

Debugging: Hashing < 100%

● Page changes on each browser reload. 
○ Variation often transient; wait and retest. 

● Page has dynamic content that changes over time or 
location (ads, related content, in the news, most 
downloaded, Welcome!)
○  Add a hash filter. 

● PDFs are dynamically generated and have 'printed at 
Stanford.̓
○ Add a pdf filter. 



Bugs and Resolutions

Content Testing
● Delete extra, or 

malformed AUs
● Restructure access 

data

Bug
Plugin Writers
● Overcrawls or other 

publisher structure 
issues

Publisher
● Bot control
● Subscriptions
● Unexpected errors
● Platform changed

CLOCKSS
● No response from 

publisher
● List of titles
● Stats too high or too low

Metadata QA
● Counts too high or too 

low
● Missing metadata



Statistics and Reporting



Statistics & Reporting

Reports
● Weekly Keepers & KBART 
● Monthly Reports to CLOCKSS
● Reports uploaded to 

CLOCKSSface customer portal

Data Sources
● Title database files
● Database dumps from nodes
● Reports from JIRA



Statistics & Reporting

Because we are looking at multiple nodes in our database, it's important to be able 
to dedupe articles across network nodes. 

Our system:

● generates an article key based on available metadata, DOI preferred
● indicates the number of copies of each article by the key

Kirkuk University, College of Science/10.32894/kujss.2006.43624

Provider

DOI

Medknow Publications/2/2/111/The hazards of ocular self medication

Other bibliographic metadata



Conclusion



Communication and Documentation Tools

Zoom
Remote meetings are 
common with both 
our team and external

Slack
Internal team 
communication

Email
Office 365 through 
Stanford; largely used 
for external 
communication

Jira
Internal ticket 
tracking and work 
planning

RT
Customer facing 
ticketing system 

Internal wiki 
(Confluence)
Document internal 
practices; serves as a 
starting point for new 
employees

Google Docs
Documentation which 
can be shared with 
partners

Communication Issue Tracking DocumentationVersion Control

GitLab and GitHub

Code repositories



For more information

For more on CLOCKSS: https://clockss.org/

For more on LOCKSS: https://www.lockss.org/ 

And feel free to email us with follow up questions! info@lockss.org 
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frazerm@stanford.edu 

     

Carmen Cox
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crc10@stanford.edu 

Mary-Ellen Petrich
Digital Preservation Analyst

mpetrich@stanford.edu 

https://clockss.org/
https://www.lockss.org/
mailto:info@lockss.org


Thank you!


