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Web archiving: experiencing the 
pages of the past

2



DPC  2025-04-24  @phonedudemln.bsky.social, @WebSciDL.bsky.social

dpconline.org today
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Discovering versions of dpconline.org as archived at 
the Internet Archive's Wayback Machine

4
https://web.archive.org/web/20200601000000*/https://www.dpconline.org 

https://web.archive.org/web/20200601000000*/https://www.dpconline.org
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Earliest version of dpconline.org: 2002-06-06

5https://web.archive.org/web/20020606183145/http://www.dpconline.org/graphics/index.html 

https://web.archive.org/web/20020606183145/http://www.dpconline.org/graphics/index.html
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Earliest version of dpconline.org: 2002-06-06

6https://web.archive.org/web/20020606183145/http://www.dpconline.org/graphics/index.html 

metadata banner inserted, with archive time, 
total # of copies, archive histogram, etc.

all the links are rewritten to 
point back into the archive

https://web.archive.org/web/20020606183145/http://www.dpconline.org/graphics/index.html
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Earliest version of dpconline.org: 2002-06-06

7https://web.archive.org/web/20020606183145/http://www.dpconline.org/graphics/index.html 

there are often omissions/errors at 
crawl time and/or replay time 

https://web.archive.org/web/20020606183145/http://www.dpconline.org/graphics/index.html
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The IA's Wayback Machine is the first, biggest, etc.

8
https://web.archive.org 

Nearly 1 Trillion web pages!

https://web.archive.org
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dpconline.org as archived at loc.gov

10
https://webarchive.loc.gov/all/*/https://www.dpconline.org/ 

https://webarchive.loc.gov/all/*/https://www.dpconline.org/
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dpconline.org as archived at Arquivo.pt

11
https://arquivo.pt/url/search?q=dpconline.org&l=pt&from=19910806&to=20250423&trackingId=2d0d3b5a7978c74a46dd_32b

0980508ceac15139a&adv_and=dpconline.org 

https://arquivo.pt/url/search?q=dpconline.org&l=pt&from=19910806&to=20250423&trackingId=2d0d3b5a7978c74a46dd_32b0980508ceac15139a&adv_and=dpconline.org
https://arquivo.pt/url/search?q=dpconline.org&l=pt&from=19910806&to=20250423&trackingId=2d0d3b5a7978c74a46dd_32b0980508ceac15139a&adv_and=dpconline.org
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dpconline.org as archived at archive.today

12
https://archive.ph/http://www.dpconline.org/ 

https://archive.ph/http://www.dpconline.org/
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Web archiving is not just a spectator sport.

Archival frequency roughly correlates with popularity. 
It's up to you to archive your favorite page.

13
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You can request a copy to be made 

14
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A new copy of dpconline.org!

15
https://web.archive.org/save/https://www.dpconline.org/

Similar services available at perma.cc, archive.today, etc.  

https://web.archive.org/save/https://www.dpconline.org/
http://perma.cc
https://archive.today/
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Why do we archive the web?

"Is there any statistics to show that many or a good number of 
Web users would like to get obsolete data or resources? "

–Anonymous reviewer of our rejected submission 
about web archiving to WWW 2009
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Because page replay 
reveals forgotten knowledge

17https://web.archive.org/web/19970626040823/http://www.drexel.edu/ 

https://web.archive.org/web/19970626040823/http://www.drexel.edu/
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Because the "Drexel Wilmington Campus" has 
all but disappeared from the live web

18
https://web.archive.org/web/19970626041147/http://www.drexel.edu/DxlWilm/DrexelWilm.html 

https://web.archive.org/web/19970626041147/http://www.drexel.edu/DxlWilm/DrexelWilm.html
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Because our social discourse 
is dominated by the web

19
https://www.youtube.com/watch?v=LABGimhsEys 

A Youtube video of a TV show where celebrities 
read “mean” Tweets about themselves

https://www.youtube.com/watch?v=LABGimhsEys
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Because our social discourse 
is dominated by the web

20
https://www.youtube.com/watch?v=LABGimhsEys 

But that social 
discourse is 
ephemeral

https://www.youtube.com/watch?v=LABGimhsEys
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Because the pages that carry 
that discourse decay linearly

21

1996 Root URLs

1996 Deep Links

2011 Root URLs

2011 Deep Links

2005 Root URLs

2005 Deep Links

x-axis: time,early (left) →  now (right), y-axis: URLs discovered by IA in 1996/2005/2011
Green = 200 OK, Yellow = 30X redirection, Orange = 404 Not Found

Data taken from "Not your parents' web…" project
See also: my Twitter threads for more citations on linear decay of web resources.

https://ws-dl.blogspot.com/2021/10/2021-10-20-not-your-parents-web-scope.html
https://twitter.com/phonedude_mln/status/1395061861129854977
https://twitter.com/phonedude_mln/status/1412790901143900163
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Because the median lifespan of a URL = 2.3 years

22
Data taken from "Not your parents' web…" project

        example root = www.dpconline.org
example deep link = www.dpconline.org/events/previous-events 

https://ws-dl.blogspot.com/2021/10/2021-10-20-not-your-parents-web-scope.html
https://ws-dl.blogspot.com/2024/09/2024-09-20-some-urls-are-immortal-most.html
http://www.dpconline.org
http://www.dpconline.org/events/previous-events
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Because replay of contemporary pages 
conveys history better than a summary page

23
"Why Care About the Past?"

"Examining the News Media's Treatment of COVID-19 Death Milestones"

https://www.slideshare.net/phonedude/why-careaboutthepast
https://ws-dl.blogspot.com/2021/03/2021-03-31-examining-news-medias.html
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Now we know a little bit about web archives 
and why they're useful.

24
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Web archiving is not file backup
Backup = prevent, detect, repair changes

Web archiving = continuous change to better simulate the past

Web archiving is a simulacrum of the past

https://makeagif.com/gif/blade-runner-jf-sebastians-toys-kaiser-and-bear-AFkWpp

https://ws-dl.blogspot.com/2020/03/2020-03-07-at-nexus-of-cni-keynote-and.html 

https://makeagif.com/gif/blade-runner-jf-sebastians-toys-kaiser-and-bear-AFkWpp
https://ws-dl.blogspot.com/2020/03/2020-03-07-at-nexus-of-cni-keynote-and.html
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"The Past Web" is a myth – it's all live web 

26

"The past is never dead. 
It's not even past."
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As such, web archives are subject to the same 
threats – perhaps even more so – as the live web. 

27
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IA is not resourced like FAANG

28
https://twitter.com/search?q=offline%20(from%3Ainternetarchive)&src=typed_query&f=live 

https://twitter.com/search?q=offline%20(from%3Ainternetarchive)&src=typed_query&f=live
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The crawlable web as collateral damage in 
pursuit of training data

29https://twitter.com/hhockx/status/1759557890388418712 

https://twitter.com/hhockx/status/1759557890388418712
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Robots are second class citizens

30
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Robots are second class citizens

31https://bladerunner.fandom.com/wiki/Voight-Kampff_test 

https://bladerunner.fandom.com/wiki/Voight-Kampff_test
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Publishers are persistent legal threats

32
https://twitter.com/internetarchive/status/1761047683957948500 

https://twitter.com/internetarchive/status/1761047683957948500
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2025 update: the publishers are winning

33
https://www.wired.com/story/internet-archive-memory-wayback-machine-lawsuits/ 

Somewhat ironic that the IA, best known for archiving web pages, is 
primarily threatened by archiving books and 78rpm records. 

https://www.wired.com/story/internet-archive-memory-wayback-machine-lawsuits/
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Hacking / ransomware 

34

https://twitter.com/UKWebArchive/status/1750137173385339211 https://twitter.com/britishlibrary/status/1718317423923781849 

https://twitter.com/UKWebArchive/status/1750137173385339211
https://twitter.com/britishlibrary/status/1718317423923781849
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Including attacks with no clear or stated purpose

35
https://www.forbes.com/sites/larsdaniel/2024/10/20/internet-archive-breached-again-third-cyber-attack-in-october-2024/ 

https://www.forbes.com/sites/larsdaniel/2024/10/20/internet-archive-breached-again-third-cyber-attack-in-october-2024/
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Ideological threats
(even if this article's title is a slight overstatement)

36
https://futurism.com/elon-musk-cuts-funding-for-internet-archive 

(It was really only a single, $350k NEH grant)

https://futurism.com/elon-musk-cuts-funding-for-internet-archive
https://sfstandard.com/2025/04/17/doge-neh-funding-cuts-sf/
https://apps.neh.gov/publicquery/AwardDetail.aspx?gn=PW-296772-24
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Web archives are not just targets of attacks, but 
can be used as platforms for attacks 

37

https://ws-dl.blogspot.com/2022/09/2022-09-28-using-web-archives-in.html
https://twitter.com/phonedude_mln/status/1717022190632100351  

https://ws-dl.blogspot.com/2022/09/2022-09-28-using-web-archives-in.html
https://twitter.com/phonedude_mln/status/1717022190632100351
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My Vision for Trustworthy 
Web Archiving in 2030

38

Hundreds of accessible, publicly available, 
independent, interoperable, robust, 

auditable, cooperating web archives. 

#Disclaimer: “…both the live Web and the Wayback Machine [...] are reasonably reliable for everyday use”

https://ws-dl.blogspot.com/2020/03/2020-03-07-at-nexus-of-cni-keynote-and.html
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My Vision for Trustworthy 
Web Archiving in 2030

39

Hundreds of accessible, publicly available, 
independent, interoperable, robust, 

auditable, cooperating web archives. 

This is doable by 2030.  But let’s look 
further at the challenges that could stop 

us from achieving this goal.
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Hundreds of accessible, publicly available, 
independent, interoperable, robust, 

auditable, cooperating web archives. 
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Internet Archive: 
the Walter Cronkite of web archives?

41
https://www.britannica.com/biography/Walter-Cronkite

https://medium.com/tvnewsanalyzer/visualizing-the-who-and-what-of-cable-tv-news-f51d314b4c2d 

Cable news now offers greater diversity, representation, and POV. However, few 
anchors offer the gravitas of “Uncle Walter”, “the most trusted man in America”, 

and some intentionally deceive.  

https://www.britannica.com/biography/Walter-Cronkite
https://medium.com/tvnewsanalyzer/visualizing-the-who-and-what-of-cable-tv-news-f51d314b4c2d
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Are we close to 100s of archives?
International Internet Preservation Consortium (IIPC) has 60+ members

42

Members are not 1:1 with archives.
OTOH, there are many archives who are not IIPC members.

We certainly have “dozens” of archives.

https://netpreserve.org/about-us/members/
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Will the number of archives continue to grow?
Maybe not -- innumerable examples point toward 

centralization / consolidation

43
https://www.currentware.com/the-state-of-the-web-browser-in-2020/ 

https://en.wikipedia.org/wiki/Elsevier 
https://www.forbes.com/sites/sergeiklebnikov/2019/10/15/faang-facebook-amazon-etc-stocks-have-lagged-this-year-heres-why/ 

IA has admirably supported the Decentralized Web movement.  
https://blog.archive.org/tag/decentralized-web/

But centralization is about economics, not technologies:

DSHR: “Unless decentralized technologies specifically address the issue of how 
to avoid increasing returns to scale they will not, of themselves, fix this economic 

problem. Their increasing returns to scale will drive layering centralized 
businesses on top of decentralized infrastructure, replicating the problem we 

face now, just on different infrastructure.”
https://blog.dshr.org/2017/08/why-is-web-centralized.html 

https://www.currentware.com/the-state-of-the-web-browser-in-2020/
https://en.wikipedia.org/wiki/Elsevier
https://www.forbes.com/sites/sergeiklebnikov/2019/10/15/faang-facebook-amazon-etc-stocks-have-lagged-this-year-heres-why/
https://blog.archive.org/tag/decentralized-web/
https://blog.dshr.org/2017/08/why-is-web-centralized.html
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Hundreds of accessible, publicly available, 
independent, interoperable, robust, 

auditable, cooperating web archives. 
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Web pages are frequently have limited accessibility for the vision 
impaired, and web archives often make accessibility worse

45https://doi.org/10.1007/978-3-031-72437-4_12 

https://doi.org/10.1007/978-3-031-72437-4_12
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46

Hundreds of accessible, publicly available, 
independent, interoperable, robust, 

auditable, cooperating web archives. 
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Two basic kinds of public web archives

47

Page-at-a-time Continuous crawl
There are subtle 

but important 
differences in 

their operation, 
capabilities, 

evaluation, and 
associated risks.
It is confounded 
by the fact that 

some archives do 
both.

"This page is important and I want to 
preserve it as is for the next 10 years."

"I just learned of this page; I wonder 
what it looked like 10 years ago?"
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We estimated that ~2/3 of web traffic 
is not publicly archivable 

48

https://ws-dl.blogspot.com/2018/07/2018-07-18-why-we-need-private-web.html 

https://ws-dl.blogspot.com/2018/07/2018-07-18-why-we-need-private-web.html
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Tools for archiving the private web exist, 
but the practice, at least as we might think of it, 

is not yet widespread

49

https://oduwsdl.github.io/nehdhig2017/
https://ws-dl.blogspot.com/2019/09/2019-09-02-so-long-and-thanks-for-all.html 

https://replayweb.page/ 

https://oduwsdl.github.io/nehdhig2017/
https://ws-dl.blogspot.com/2019/09/2019-09-02-so-long-and-thanks-for-all.html
https://replayweb.page/
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Commercial private (web) archives largely uninformed by 
IIPC, Wayback, Heritrix, pywb, Brozzler et al. 

50https://www.g2.com/products/pagefreezer/competitors/alternatives 

https://www.g2.com/products/pagefreezer/competitors/alternatives
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Dark web archives :-(

51

$ curl -I 
https://www.webarchive.org.uk/wayback/archive/2015093
0064233mp_/http://sigbi.org/
HTTP/1.1 451 Unavailable For Legal Reasons
Server: nginx/1.20.1
Date: Tue, 08 Jun 2021 16:46:14 GMT
Content-Type: text/html
Content-Length: 3947
Connection: keep-alive
$ 

https://en.wikipedia.org/wiki/HTTP_451 

https://en.wikipedia.org/wiki/HTTP_451
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Hundreds of accessible, publicly available, 
independent, interoperable, robust, 

auditable, cooperating web archives. 



DPC  2025-04-24  @phonedudemln.bsky.social, @WebSciDL.bsky.social

Three copies archived at exactly the same time -- 
What are the chances?!

Actually, there are three copies of the same observation, not three independent observations.

53

$ curl -iLs 
memgator.cs.odu.edu/timemap/link/https://blog.reidreport.com | 
grep 20051213063757
<https://webarchive.loc.gov/all/20051213063757/http://blog.reidre
port.com/>; rel="memento"; datetime="Tue, 13 Dec 2005 06:37:57 
GMT",
<http://archive.md/20051213063757/http://blog.reidreport.com/>; 
rel="memento"; datetime="Tue, 13 Dec 2005 06:37:57 GMT",
<https://web.archive.org/web/20051213063757/http://blog.reidrepor
t.com/>; rel="memento"; datetime="Tue, 13 Dec 2005 06:37:57 GMT",

It will never be 2005 again, so hosting IA’s WARC files from 2005 is the best we can do. 
Going forward, it would be nice to have 3+ independent observations, which could all be 

different because of GeoIP, personalization, CDN status, etc. 

Then it’s up to the reader to determine if the differences 
are semantically meaningful.

https://www.odu.edu/news/2018/5/michael_nelson
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Three copies archived at exactly the same time -- 
What are the chances?!

Actually, there are three copies of the same observation, not three independent observations.

54

$ curl -iLs 
memgator.cs.odu.edu/timemap/link/https://blog.reidreport.com | 
grep 20051213063757
<https://webarchive.loc.gov/all/20051213063757/http://blog.reidre
port.com/>; rel="memento"; datetime="Tue, 13 Dec 2005 06:37:57 
GMT",
<http://archive.md/20051213063757/http://blog.reidreport.com/>; 
rel="memento"; datetime="Tue, 13 Dec 2005 06:37:57 GMT",
<https://web.archive.org/web/20051213063757/http://blog.reidrepor
t.com/>; rel="memento"; datetime="Tue, 13 Dec 2005 06:37:57 GMT",

It will never be 2005 again, so hosting IA’s WARC files from 2005 is the best we can do. 
Going forward, it would be nice to have 3+ independent observations, which could all be 

different because of GeoIP, personalization, CDN status, etc. 

Then it’s up to the reader to determine if the differences 
are semantically meaningful.

this means we have 3 different copies 
of the same image …

…not three independent images taken 
at (approximately) the same time

https://www.odu.edu/news/2018/5/michael_nelson
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Hundreds of accessible, publicly available, 
independent, interoperable, robust, 

auditable, cooperating web archives. 
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Homogeneity is not true interoperability

56

https://netpreserveblog.wordpress.com/2020/12/16/openwayback-to-pywb-transition-guide/ 
http://webarchive.cdlib.org/ 

https://ws-dl.blogspot.com/2019/09/2019-09-10-where-did-archive-go-part-2.html 

“Nobody ever gets fired for buying IBM”
I don’t fault the staff who converge on popular, high-quality tech stacks & services, 

but I do lament the loss of heterogeneity. 
True interoperability comes through the hard work of protocols and standards.

https://netpreserveblog.wordpress.com/2020/12/16/openwayback-to-pywb-transition-guide/
http://webarchive.cdlib.org/
https://ws-dl.blogspot.com/2019/09/2019-09-10-where-did-archive-go-part-2.html
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Hundreds of accessible, publicly available, 
independent, interoperable, robust, 

auditable, cooperating web archives. 
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Archives must protect the 
past web from intrusion by the live web

58
https://ws-dl.blogspot.com/2012/10/2012-10-10-zombies-in-archives.html 

Content from the live web (ca. 
2012) accidentally leaking into 

this page archived in 2008

https://ws-dl.blogspot.com/2012/10/2012-10-10-zombies-in-archives.html
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2017: Lerner et al. demonstrate live web leakage 
as an attack on archived web pages 

59

They inserted (2017) 
content of their choosing 
into this page from 2011 

https://rewritinghistory.cs.washington.edu 

https://rewritinghistory.cs.washington.edu
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2017: First published works about 
robustness vs. malicious .html/.js?
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http://labs.rhizome.org/presentations/security.html#/
https://blog.dshr.org/2017/06/wac2017-security-issues-for-web-archives.html

https://acmccs.github.io/papers/p1741-lernerAT3.pdf
https://blog.dshr.org/2017/09/attacking-users-of-wayback-machine.html 

Prior to these works, our group (@WebSciDL) 
had observed: Zombies (live web leakage into 
the archive), Temporal Violations (replaying web 
pages that never existed), Cookie Violations, 
Twitter replay problems, etc., but we never 
considered ingesting malicious .html/.js until 
these groundbreaking pubs.

http://labs.rhizome.org/presentations/security.html
https://blog.dshr.org/2017/06/wac2017-security-issues-for-web-archives.html
https://acmccs.github.io/papers/p1741-lernerAT3.pdf
https://blog.dshr.org/2017/09/attacking-users-of-wayback-machine.html
https://ws-dl.blogspot.com/2012/10/2012-10-10-zombies-in-archives.html
http://ws-dl.blogspot.com/2015/12/2015-12-08-evaluating-temporal.html
https://blog.dshr.org/2019/03/the-47-links-mystery.html
https://blog.dshr.org/2020/12/michael-nelsons-group-on-archiving.html
https://blog.dshr.org/2017/02/postels-law-again.html
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2018: Web IDL & Client-side rewriting
2020: Analysis of attacks on rehosting sites
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https://ws-dl.blogspot.com/2018/04/2018-05-01-high-fidelity-ms-thesis-to.html
https://www.ndss-symposium.org/ndss-paper/melting-pot-of-origins-compromising-the-intermediary-web-services-that-rehost-websites/ 

I signed off on John’s thesis 6 years ago, but 
I’m only now really understanding it.

Key contribution: web archives 
as subclass of rehosting sites.

https://ws-dl.blogspot.com/2018/04/2018-05-01-high-fidelity-ms-thesis-to.html
https://www.ndss-symposium.org/ndss-paper/melting-pot-of-origins-compromising-the-intermediary-web-services-that-rehost-websites/
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It is now harder to get live web resources into IA

62

As a result of the Lerner et al. paper in 2017, the IA added a 
Content-Security-Policy header to prevent live web leakage. 
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But some web archives still allow 
live web leakage (AKA "Zombies")

63these URLs should all be from arquivo.pt

https://ws-dl.blogspot.com/2012/10/2012-10-10-zombies-in-archives.html
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If you can't get files from the live web…
…get them from elsewhere in the archive
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https://en.wikipedia.org/wiki/The_Dead_Past

``...the chronoscope is inherently 
limited to recent times—but what if, 
instead of focusing it upon the past 
of a generation earlier, it were 
tuned to the past of one-hundredth 
of a second ago? The dead past, 
Araman says, is only a synonym for 
"the living present". ''

https://en.wikipedia.org/wiki/The_Dead_Past
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Temporal spread, temporal violations: 
Tactical: improve the UI; Strategic: better idioms that convey temporality
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https://twitter.com/phonedude_mln/status/990054945457147904
https://ws-dl.blogspot.com/2015/12/2015-12-08-evaluating-temporal.html

  

A large temporal spread, but not 
necessarily a temporal violation.

This is the semantically 
meaningful temporal violation

https://twitter.com/phonedude_mln/status/990054945457147904
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Youtube video of Brian Williams rapping "Gin & 
Juice" archived in the Wayback Machine in 1992
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John Berlin, MS Thesis, 2018
https://www.youtube.com/watch?v=k3QTcJZdFfs

(actual URI-R & URI-M have also been obscured in the video to hide the technique)

Everything in the 
above statement is 
obviously false, 
but the page gives 
the illusion of 
being archived in 
1992. 

Due to improvements 
in the IA playback, this 
illusion no longer 
works. Similar illusions 
are still possible, but 
are harder to 
construct. 

http://www.youtube.com/watch?v=k3QTcJZdFfs
https://www.youtube.com/watch?v=k3QTcJZdFfs
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The tradespace of functionality & security 
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● My hypothesis: no archive can be immune to 
illusions if it supports:
○ JavaScript replay

■ cf. archive.today's approach of removing all 
JavaScript

○ unauthenticated write operations 
■ e.g., Save Page Now

○ "raw" or "unwritten" mode 
■ typically with "id_" in the URL
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Hundreds of accessible, publicly available, 
independent, interoperable, robust, 

auditable, cooperating web archives. 
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Load the archived page, get an eagle 
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https://www.webharvest.gov/congress112th/20130119060624/http://www.fws.gov/

https://www.webharvest.gov/congress112th/20130119060624/http://www.fws.gov/
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Hit “reload”, get a tiger 
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https://www.webharvest.gov/congress112th/20130119060624/http://www.fws.gov/

https://www.webharvest.gov/congress112th/20130119060624/http://www.fws.gov/
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Hit “reload” again, get a mountain 
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https://www.webharvest.gov/congress112th/20130119060624/http://www.fws.gov/

https://www.webharvest.gov/congress112th/20130119060624/http://www.fws.gov/
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Randomness is caused by JavaScript
As long as all three images are archived, all three valid states for this page can be replayed
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The HTML remains unchanged, but the composite page changes randomly.
https://ws-dl.blogspot.com/2017/12/2017-12-11-difficulties-in-timestamping.html 

https://ws-dl.blogspot.com/2017/12/2017-12-11-difficulties-in-timestamping.html
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The fws.gov example is easy to diagnose;
most changes are much harder to explain 

73
http://web.archive.org/web/20130530221910/http://www.cnn.com/ 

http://web.archive.org/web/20130530221910/http://www.cnn.com/
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2024 replay: less is more?
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http://web.archive.org/web/20130530221910/http://www.cnn.com/ 

The inaccurate weather is now missing.
Is that better? Probably?

http://web.archive.org/web/20130530221910/http://www.cnn.com/
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2025 replay: return of the cold front
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http://web.archive.org/web/20130530221910/http://www.cnn.com/ 

Answer: Hi 84 Lo 66 https://www.timeanddate.com/weather/usa/atlanta/historic?month=5&year=2013 

http://web.archive.org/web/20130530221910/http://www.cnn.com/
https://www.timeanddate.com/weather/usa/atlanta/historic?month=5&year=2013
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“No man ever steps in the same river twice, for it's not 
the same river and he's not the same man”

76

For third party playback, we are 
unable to do meaningful audits: 
replaying the same archived page 
over and over produces different 
results.  
Left: Reload 1566 archived pages 39 times over 1 
year. 
Green=resource loaded, 
Gray = resource not loaded,
Black line = baseline download.
https://github.com/oduwsdl/mementos-fixity

“Hashes are not suitable to verify 
fixity of the public archived web”
DOI: 10.1371/journal.pone.0286879 

We can’t depend on the archive for 
fixity; archives change and/or die.
Cf. “Where did the archive go?”
(parts 1, 2, 3, 4) & 

https://github.com/oduwsdl/mementos-fixity
https://doi.org/10.1371/journal.pone.0286879
https://ws-dl.blogspot.com/2019/08/2019-08-30-where-did-archive-go-part1.html
https://ws-dl.blogspot.com/2019/09/2019-09-10-where-did-archive-go-part-2.html
https://ws-dl.blogspot.com/2019/09/2019-09-25-where-did-archive-go-part-3.html
https://ws-dl.blogspot.com/2019/10/2019-10-21-where-did-archive-go-part-4.html
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Some pages change on every single replay
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$ curl -ks 
"https://wr.perma-archives.org/public/3phb-8lm6/20190818173517mhttp://web.archive.org/web/20161107234222/https:/twit
ter.com/GenFlynn/status/794000841518776320" | md5
af17fbd9c3b724d5b2e194d02cd1b2d0
$ curl -ks 
"https://wr.perma-archives.org/public/3phb-8lm6/20190818173517mp_/http://web.archive.org/web/20161107234222/https:/t
witter.com/GenFlynn/status/794000841518776320" | md5
af17fbd9c3b724d5b2e194d02cd1b2d0
$ curl -ks 
"https://wr.perma-archives.org/public/3phb-8lm6/20190818173517mp_/http://web.archive.org/web/20161107234222/https:/t
witter.com/GenFlynn/status/794000841518776320" | md5
af17fbd9c3b724d5b2e194d02cd1b2d0
$ curl -ks 
"https://wr.perma-archives.org/public/3phb-8lm6/20190818173517mp_/http://web.archive.org/web/20161107234222/https:/t
witter.com/GenFlynn/status/794000841518776320" | md5
af17fbd9c3b724d5b2e194d02cd1b2d0
$ curl -ks 
"https://wr.perma-archives.org/public/3phb-8lm6/20190818173517mp_/http://web.archive.org/web/20161107234222/https:/t
witter.com/GenFlynn/status/794000841518776320" | md5
af17fbd9c3b724d5b2e194d02cd1b2d0
$ curl -ks "https://wr.perma-archives.org/public/r84b-ljwj/20190613150656mp_/http://csrc.nist.gov/" | md5
4e39ba244179d4d83ca5ffb3e4ec57d2
$ curl -ks "https://wr.perma-archives.org/public/r84b-ljwj/20190613150656mp_/http://csrc.nist.gov/" | md5
d7d0cc09dc94899171604274f9b95a80
$ curl -ks "https://wr.perma-archives.org/public/r84b-ljwj/20190613150656mp_/http://csrc.nist.gov/" | md5
b7445e36e4886b6bfaa98038f87f2808
$ curl -ks "https://wr.perma-archives.org/public/r84b-ljwj/20190613150656mp_/http://csrc.nist.gov/" | md5
2f45763a7b9ef28dc440ebff469703d0
$ curl -ks "https://wr.perma-archives.org/public/r84b-ljwj/20190613150656mp_/http://csrc.nist.gov/" | md5
1fc2381b76795d31aa7c28cea7236dbe

This is expected behavior: grab the 
same HTML, get the same hash

This is unexpected behavior: a 
different hash for the same HTML 

every single time
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Abstracted web archive stack
or: verifying fixity is difficult because archives are active simulations of the past 
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Network Infrastructure

HTTP server

Replay Engine

Archived Resources

replayed page on your machine

Cloudflare, Akamai

Apache, nginx 

Open Wayback, pywb, replayweb.page

WARC, WACZ, HAR The resources at this level 
should not change!

The services at 
these
 levels
change 

all
the 

time.

What you experience at this 
level depends on everything 
below, which means it will 

change!
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The simulation of the past is 
constantly being improved 

79
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Irony: my laptop is no longer new enough 
to replay this 3 year old page

The latest playback engine does not run on my ancient laptop

80
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Fortunately "legacy" mode is available

81
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Transient errors still happen

82
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Hundreds of accessible, publicly available, 
independent, interoperable, robust, 

auditable, cooperating web archives. 
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That archives don’t ingest the output of other archives
 is a lack of interoperability. 

That we’re not more concerned about this is a lack of cooperation.

84https://www.slideshare.net/phonedude/web-archives-at-the-nexus-of-good-fakes-and-flawed-originals/87 

1 2

3 4

https://www.slideshare.net/phonedude/web-archives-at-the-nexus-of-good-fakes-and-flawed-originals/87
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Archiving the archive, via the replay interface, 
is critical because that's what users see
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replay of page, archived on August 18, 2020,  
https://web.archive.org/web/20200818055223/https://twitter.com/realdonaldtrump 

in November, 2020 (left) and August, 2022 (right)

The tweets and "What's happening" sections are different, 
the media and "You might like" sections are the same.  

What will this archived page look like when you click on it?

https://ws-dl.blogspot.com/2020/11/2020-11-04-new-twitter-ui-replaying.html
https://web.archive.org/web/20200818055223/https://twitter.com/realdonaldtrump
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Kudos to archive.today for preserving machine-readable 
source metadata and including it in the UI
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n.b. tracking source is built-in to NNTP, SMTP, Atom, etc. 

https://datatracker.ietf.org/doc/html/rfc3977
https://datatracker.ietf.org/doc/html/rfc821
https://datatracker.ietf.org/doc/html/rfc4287
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Hundreds of accessible, publicly available, 
independent, interoperable, robust, 

auditable, cooperating web archives. 
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 These apps probably* use HTTP, json, etc., 
but what’s their URL? Are they even still web? 

88* I really don’t know (WebRTC?). And if they don’t, that further proves my point. 
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Hundreds of accessible, publicly available, 
independent, interoperable, robust, 

auditable, cooperating web archives. 
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More than just Wayback Machines: 
we must accommodate any system that supports 

rehosting and/or revisions

90
see also: https://www.slideshare.net/ibnesayeed/readying-web-archives-to-consume-and-leverage-web-bundles 

https://www.slideshare.net/ibnesayeed/readying-web-archives-to-consume-and-leverage-web-bundles
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Web Archiving in the Year 2030
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Hundreds of accessible, publicly available, 
independent, interoperable, robust, auditable, 

cooperating web archives. 
Can we achieve this by 2030?  Yes.

Will we achieve this by 2030? Maybe.
Will we “solve” trust? No.  

Technical definitions (e.g., ISO 16363) notwithstanding, 
“trust” in web archives might be better understood as analogous to 
“relevance” in info retrieval: defined by a user’s information need. 

https://www.crl.edu/archiving-preservation/digital-archives/metrics-assessing-and-certifying/iso16363
https://en.wikipedia.org/wiki/Relevance_(information_retrieval)

