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Corporate Records
service

= Traditionally stored paper records
only

= Post-2020 increase in born digital
material

= Until 2023, we had no approved
digital archive
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Record management Contact the teams

What is records management? Archives
Email or 020 3465 7608

What are corporate records? Records management




New issues for
2020 2023

Only provided a partial service

» Teams advised to print or store
records elsewhere

» USBs and CDs/DVDs put in with
paper records
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8 RESEARCH STUDIES

See the clinical trial regulations for more information on the retention of records
Record type Retention start | Retention period | Action atend | Notes
of retention
period
8.1 Research falling End of study C+25 years Review and All documentation, in any format, of any type, from
under remit of the consider any departments, including but not limited to: sponsor
Medicines & Healthcare Transfer to files, contracts, financial records, trial master file, site
products Regulatory Trust file, pharmacy site file, laboratory files,
Agency (MHRA) or Archives laboratory accreditation, lab books, source data, standard
international equivalent operating procedures and personal training records. This
includes relevant, study-specific records administered by the
Joint Research Management Office (JRMO).
https://www.gov.uk/government/organisations/medicines-
and-healthcare-products-regulatory-agency
37
8.2 Advanced therapy Expiry date of C+30 years Review and All documentation, in any format , of any type, from
medicinal products the product consider any departments, including but not limited to: sponsor
(as defined by MHRA) Transfer to files, contracts, financial records, trial master file, site
Trust file, pharmacy site file, laboratory files,
Archives laboratory accreditation, lab books, source data, standard

operating procedures, personal training records and product
specification file. This includes relevant, study-specific
records administered by the Joint Research Management
Office (JRMO).

https: i Ith/files/fil lex/v
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Risks of not accepting digital records

Loss and corruption (inaccessibility) due to:

Being printed (so not kept in original form)

Being stored elsewhere (e.g. with the Sponsor)

Being put into the boxes of paper records (e.g. USB sticks and CDs) -
they will deteriorate on the shelf.

Being stored on external media with short lifespans without a back-up
regime in place.

Not being able to actively manage and preserve records as
technology advances over 25 years.
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Risks of not accepting digital records continued

» |nappropriate access

= No easy way of knowing who has had access (no audit trails)
» Loss and theft of confidential data

= Unable to meet research quality standards (QMS/CSV/GxP)
= Data is siloed, and resources not consolidated.

Archiving research documentation

It is important to preserve research data in the longer-term for a number of reasons:

= to support open science and promote reproducibility (important for transparency)

UK Research
and Innovation

= to provide an audit trail or an archive of the research run in your organisation
= to enable future research opportunities through data or sample sharing

Clinical trials of investigational medicinal products (CTIMPs) must be archived in line
with the clinical trials regulations. Learn more on archiving_ in the Clinical Trials Toolkit.

The MRC Regulatory Support Centre retention framework can be used to inform
decision-making about the retention of research data and related material.




A temporary
solution

Situation became more urgent
Bespoke SharePoint site created
with PowerApp

Reduced the pressure on research
staff

Mitigated some of the risks but not
all
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Business case for a

specialist digital archive
solution

High-scoring risk logged on Trust risk
register
Feasibility proposal linked to risk

Current Risk Grading:
Use the table below to calculate the risk grading with the current controls in place.
Consequence
3

Risk Score: 16 - - Likelihood: 4 Consequence: 4 (Hdx4)

Feasibility Proposal for 2022/23

Investment Name Digital archive solution for preservation of records
Site/CSS/Corporate Corporate Date: 08/03/2022
Investment Type Other: REV ICT software/systems S 1

Risk

Risk Rating 16 ref

6867




Qutcome

Report from the Investment Steering Committee 21/06/22

NHS!

Barts Health

NHS Trust

Business Case Name

GSS Corp Dev Digital archive solution for preservation of records

Business Case Reference

FP10432

Discussed at I1SC RP

01/04/22, 10/6/22

Latest meeting considered I5C21/6/22

Capital Costs il

Revenue Costs

Risk ref Risk ref 6867; Risk score 16

ISC |pmpusa| ISC approve this proposal to be supported by GEB as the Service have
confirmed that the additional revenue funds will be covered as follows:
- MNon-recurrent set-up element from G55 accruals
- Recurrent element from R&D health records recharges

Next steps The service can now proceed with procuring the digital software

solution




An approved digital
archive

solution 2023 -
present

Arkivum

Industries v

Solution v

Case Studies Resources v Company v Q Contact us

Introducing Arkivum’s
Digital Archiving Solution

The Arkivum solution supports organisations with long-term data
retention and archlvmg requn‘ements

Our solution provides the certainty for customers that their valuable
digital content is searchable, accessible. and usable, forever. More than
just data storage or archival, our data preservation system has been built
to align with industry best practice approaches such as ALCOA++ and
FAIR.

Customers have plenty of choices when uploading data into the Arkivum
system. Options include drag and drop. upload from a cloud location, and
integration with file-sharing systems such as SharePoint and OneDrive.
For customers who require additional support. we also offer an optional
data migration service.

The solution is also supported by a strict adherence to Quality
Management processes and Arkivum is certified in both ISO 9001 and
27001.



Arkivum FAIR and GxP Data Archiving and Digital Preservation Solution

Files,
Metadata, C I IE | * Archivists,
Audit Logs, » » » » » Inspectors,
Datasets Researcher

anagec Safeguardin Preservation DI s
Clgle Ingest Process g g Access
Records <
-~ / S S~
5 qi iiol + Normalisation to create * User access provided via
« Multiple upload Ioitaatiztr?sre i Elele preservation and access online dashboard
mechanisms ' copies + Access control managed
« Data encryption in transit > el S « Archival Information through integration with
- + Data immutability Packages (AIP) in line with customer SSO
« Fixity checks for data OAIS
integrity » Automated data checks * Advanced content search,
Data validation * Retention Management P RIS ISl leveraging metadata
, policies through Format + Browse, explore and navigate
» Metadata extraction * Encryption Policy Registry ;
) . o « View, download and export
+ Chain of custody + Data escrow with a third- + Repeat data normalization o .
party on demand + Application Integrations

+ Application integrations

Cloud hosted SaaS, deployed on AWS with optional Data Escrow using Azure.
Fixed and known locations for data processing and storage, including US, EU or UK
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Actlon_D]fZO:lS 2045-01-01 00:00:00 false Review
Action_01/2049 2049-01-01 00:00:00 false Review
Action_01/2048 2048-01-0100:00:00 false Review
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Audit Trail emma-louise.day.. AUTHENTICATION _L.. Login emma-louise.day.. User logged in 2025-03-07 1417:41
liyzsi emma-loise.day... AUTHENTICATION_L..  Login emma-louise.day... User logged in 2025-03-05 16:31:45
Preservation
emma-louise.day.. AGGREGATION _RET... Retention Schedule Inheri.. P_C_2020-REALS-I.. B67af5638143e7b08... Retention inheritan.. 2025-02-1414:46:38
Normalisation
AtoM DIP Upload emma-louise.day.. AGGREGATION _RET... Retention Schedule Inheri.. JIRAS26M33/67af4b.. 67af5638143e7b08... Retention inheritan... 2025-02-1414:43:49
Hold
emma-louise.day.. AGGREGATION _RET. Retention Schedule Inheri_. f\RASZBHBSfG?uMb, B7ai5638143e7b08.. Retention inheritan... 2025-02-1414:43:49
Unhold
Reparenting emma-louise.day.. AGGREGATION _RET... Retention Schedule Inheri.. JIRAS2EM133/67at4b... B67af5638143e7b08... Retention inheritan... 2025-02-1414:43:48
emma-louise.day.. AGGREGATION _RET... Retention Schedule Inheri.. JIRAS2E1133/67at4b... B67af5638143e7b08... Retention inheritan.. 2025-02-1414:43:48
Deletion
emma-louise.day.. AGGREGATION _RET... Retention Schedule Inheri.. f\RASZBHBSfB?uMb, 67af5638143e7b08... Retention inheritan... 2025-02-1414:43:49

b Ingest

0 Notifications emma-louise.day.. AGGREGATION _RET... Retention Schedule Inheri.. JIRAS2EM133/67at4b... B67at5638143e7b08... Retention inheritan.. 2025-02-1414:43:48




Expanding the service 2025

= Expansion of service to other NHS organisations now fully set up and ready

= Engaging with potential customers and Arkivum to gauge requirements and best model
(direct procurement or through Barts as a reseller)

=  Winning the award generated more interest

» Displaying a poster at RDF25 (NHS Research & Development Forum conference) in
May to advertise

(1) BARTS HEALTH NHS TRUST

-and -

(?) [INSERT NAME OF OTHER PARTY]

Service Agreement
for the provision of
Digital Records Storage




Thank you.

@ For questions or more information:

records.management@nhs.net



mailto:Records.management@nhs.net
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