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1. The LAC context for the FRED

1. Digital Integration section

2. FRED configuration

3. Environmental Scan

1. How are other institutions using the FRED? What can we learn from them?

4. FRED pilot project at LAC

1. Project charter

2. Building Capacity

3. Initial Testing

5. A Frank Discussion About FRED



Library and Archives Canada

LAC is both a National Library and a National Archives
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Our mandate is: 
• to preserve the documentary heritage of Canada for the 

benefit of present and future generations

• to be a source of enduring knowledge accessible to all, 

contributing to the cultural, social and economic 

advancement of Canada as a free and democratic society

• to facilitate in Canada co-operation among communities 

involved in the acquisition, preservation and diffusion of 

knowledge

• to serve as the continuing memory of the Government of 

Canada and its institutions

https://library-archives.canada.ca/eng/corporate/about-us/mandate/Pages/mandate.aspx


The FRED context: Digital Integration 
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• BitCurator Environment with 

Ubuntu OS – off network!

• Disk Imaging tool: Guymager

LAC FRED Configuration
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• University of Manitoba Libraries
– Acquired the FRED in 2018 - uses the FRED with FTK Imager.

• New York Public Library
– Uses FRED for disk imaging with FTK as part of a Digital Archives Lab.

• Dalhousie University Library
– Uses the FRED & FTK Imager for data acquisition in a Digital Forensics Lab.

• The Getty – Institutional Records and Archives
– Uses the FRED with disk imaging tools and FTK post-processing.

• Princeton University Library & Special Collections
– Uses the FRED with a Bitcurator Environment as a primary workstation along with the KryoFlux.

– “Tell Us about Your Digital Archives Workstation”: A Survey and Case Study (escholarship.org)

Environmental Scan
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https://umanitoba.ca/libraries/help-and-services/digital-preservation/preservation-practices
NYPL’s%20New%20Digital%20Archives%20Lab%20|%20The%20New%20York%20Public%20Library
https://dallibraries.atlassian.net/wiki/spaces/DFL/pages/230981635/Digital+forensic+workflows
Meet%20FRED!%20|%20Getty%20Iris
Digital%20Archives%20Workstation%20Update:%20KryoFlux,%20FRED,%20and%20BitCurator%20Walk%20into%20a%20Bar…%20|%20This%20Side%20of%20Metadata%20(princeton.edu)
https://escholarship.org/uc/item/2bz6c318


Institutions, such as the University of Manitoba Libraries, who seek to preserve their digital heritage and 
collections can use FRED to ensure that they are preserving an authentic, bit for bit copy of a digital 
record for access and preservation purposes.

With built-in write-blockers and disk imaging software, archivists… are now able to examine a variety 
of records stored on various storage media, including flash drives, SATA drives, IDE drives, SD cards, 
etc. The storage media can be connected to FRED via an array of ports you will not usually find on 
a computer today. From there, an authentic copy of the records can be created by disk imaging the 
media, which reproduces the entire contents of the media, including files that were deleted.

From <https://libguides.lib.umanitoba.ca/researchservices/rsdsblog/Have-you-Heard-About-FRED> 

Technical woes aside, the best part about our new FRED/KryoFlux/BitCurator set-up is that it allows 
us to access data from floppy disks that were previously inaccessible due to damage and obscure 
formatting.

From <https://blogs.princeton.edu/techsvs/2017/10/03/digital-archives-workstation-update-kryoflux-fred-
and-bitcurator-walk-into-a-bar/> 

Environmental Scan
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https://libguides.lib.umanitoba.ca/researchservices/rsdsblog/Have-you-Heard-About-FRED
https://blogs.princeton.edu/techsvs/2017/10/03/digital-archives-workstation-update-kryoflux-fred-and-bitcurator-walk-into-a-bar/
https://blogs.princeton.edu/techsvs/2017/10/03/digital-archives-workstation-update-kryoflux-fred-and-bitcurator-walk-into-a-bar/


FRED pilot project: Project Charter

8

Benefits to the project

• Iterative approach & narrow scope – focused 

on tackling existing issues with extracting data 

off floppy disks using FRED & Disk Imaging.

• Defined action items and stakeholders

• Timelines documented

• Risks assessed and considered

• Sign off from management and assigned staff – 

accountability & prioritization



FRED pilot project: Capacity building
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DANNNG resources
1. Disk imaging decision factors

2. Tool factors for assessment

https://dannng.github.io/disk-imaging-decision-factors.html
https://dannng.github.io/disk-imaging-decision-factors.html
https://dannng.github.io/tool_selection_factors.html


FRED pilot project: Capacity building
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DANNNG resources
1. Disk imaging decision factors

2. Tool factors for assessment

https://dannng.github.io/disk-imaging-decision-factors.html
https://dannng.github.io/disk-imaging-decision-factors.html
https://dannng.github.io/tool_selection_factors.html


FRED pilot project: Tool Evaluation
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FRED pilot project: Capacity building
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Digital Intelligence DFF – Digital 

Forensics with FRED course

- Overview of the FRED

- How to Operate

- Basic Maintenance

- Troubleshooting & Updating

- Hands-on demo with FTK Imager

https://digitalintelligence.com/training/course/dff-digital-forensics-with-fred
https://digitalintelligence.com/training/course/dff-digital-forensics-with-fred


FRED pilot project: initial testing
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1. Iterative testing model

2. Identify physical carriers 

3. Develop testing metrics 

and documentation

4. Troubleshooting errors

5. Envisioning and 

documenting/mapping how 

this process would fit in 

with our requirements 



A Frank Discussion about FRED

• Next steps – more testing and analysis!

• Key Challenges
– People

• Resourcing, changes in staff, and operational constraints.

– Technical  
• Configuration challenges

• Learning curve & many factors to assess

• Troubleshooting errors in using new technology

– Few resources in the field for this type of work
• Digital forensics & FRED community spaces for exchange.

• What are the resources available? Vendor, colleagues, community. 
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Vancouver

British Columbia

National

Capital Region

Library and Archives Canada

• Julienne Pascoe: julienne.pascoe@bac-lac.gc.ca

Our website: www.library-archives.canada.ca

Search our collection: www.collectionscanada.gc.ca

Telephone: 613-996-5115 or 1-866-578-7777 | 

TY: 613-992-6969 or 1-866-299-1699 | Fax: 613-995-6274

mailto:julienne.pascoe@bac-lac.gc.ca
http://www.collectionscanada.gc.ca/
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