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The Data Type Guidance Note Series

Each Guidance Note in the Data Types series is designed to provide a primer on the current state of
community knowledge about data types commonly encountered by those seeking to preserve digital
holdings. Digital preservation is about keeping information findable, usable, and trustworthy over
the long-term. The best approach for any repository will vary according to the scope and content of
its holdings, available resources, and the expectations of its funders and users. There are however,
broadly applicable good practices that have been established as a result of many years of research,
practical implementation, and consensus building. These are presented here as a starting point,
along with additional resources for further exploration.

This series of Data Type Guidance Notes has been authored by staff at Artefactual Systems in
collaboration with the Digital Preservation Coalition. These notes have been developed in
conjunction with the UK Nuclear Decommissioning Authority.

Digital preservation is an evolving field and continues to change and develop in response to external
drivers and fresh challenges. New formats, standards, and examples of good practice will emerge
over time and the information contained within this report will need to be updated. We welcome
comments and feedback to: info@dpconline.org.
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1 Overview

Email is a system of asynchronous exchange of messages between computers. An email message is a
structured text document which typically includes a header and body, may contain embedded
images or other objects, and may include attachments. Email messages are typically structured using
the Internet Message Format (IMF) (RFC 5322, 2008) and Multipurpose Internet Mail Extensions
(MIME) (REC 2405, 1996) standards.

A single email message may exist in many instances and email messages can have complex
relationships with one another, since they are often part of threads (groups of messages that have
been replied to or forwarded to other recipients). Email headers include information that is visible to
the user, such as sender, recipient(s), and subject lines, and information typically hidden from the
user such as routing and authentication information and date/time stamps. Once an email isin a
recipient’s mailbox, additional metadata can be generated automatically, such as flags indicating
read or unread status, level of importance, or a requirement to follow up. Users can add labels to
certain groups of emails and can organize the emails or email threads into folders. These factors, as
well as the ability to retain copies of sent messages and add attachments to email, make email
accounts de facto recordkeeping systems. For many organizations, email accounts may be one of the
most important sources of documentary evidence of activities and transactions, and therefore have
enduring archival value (InterPARES, 2009, p.5).

2 Preservation Challenges

Email is a complex data type consisting of multiple conversations involving many different people. It
can include attachments (which may be of any other data type or file format), it can be large in size
and it can be challenging to capture it effectively. These challenges are described in more detail
below:

2.1 Attachments

The introduction of MIME in the 1990s standardized the way digital files could be attached to email
messages. Although in theory files of any size and format can be attached to messages, some email
programs apply limits to the size and number of files that can be transmitted, and exclude certain
types of files such as executable code (Tech Terms, 2015). Email attachments may need to be
preserved along with the email messages to which they were attached. Preserving an email account
may therefore necessitate preserving potentially large volumes of other digital files in a variety of
formats. Both email messages and their attachments must be preserved in such a way as to maintain
the relationships between them.

2.2 Extraction and transformation

In the Digital Preservation Coalition’s Technology Watch report on email, Chris Prom writes that ‘The
first, and in some ways, most pressing problem for those wanting to preserve mail is how to acquire
it in the first place’ (Prom, 2019, p.19). Capture strategies may vary according to how organizations,
or even particular individuals within organizations, manage and store email. Most email systems
have export options built into them. However, in some cases archivists may not have direct access to
an email account, and in such situations it is necessary to use specialized tools (such as OfflinelMAP)
to retrieve the emails. Any effort to preserve email requires some kind of transformation when
extracting it from its originating system; there is no ‘native’ preservation format (EA-PDF working

group, 2021, p.7).
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2.3 Legalissues

The body of an email is unstructured text which may contain personally identifiable information (Pll),
defined broadly as ‘any information relating to an identified or identifiable natural person’ (GDPR,
Definitions, 2016). Email attachments may also contain Pll or other sensitive personal data. There
may also be copyright complications, as the email author is not the email receiver. Reuse and
retention may be affected by varying legal frameworks in different jurisdictions. For example, reuse
may be governed by the General Data Protection Regulation (GDPR), the German
Bundesdatenschutzgesetz (BDSG), the UK Data Protection Act (DPA), or the U.S. Federal Trade
Commission Act (FTCA). Email accounts can hold significant volumes of Pll and sensitive data
because of the nature of the organization (such as banks, medical offices, or certain types of
government agencies) or position of the person (for example, human resources personnel,
executives, or union officials). Pll and sensitive personal data can also appear accidentally because
the user contravenes organizational policies governing email use, because there are no such policies,
or because the user employs an email account for both business and personal purposes. Private
individuals donating email accounts to archives may have used their email to correspond with any
number of other private individuals who are unaware that their communications are being
preserved.

2.4 Volume and volatility

Hundreds of billions of emails are sent and received worldwide each day (Radicati, 2021; Statista,
2021). Email use is prolific across many organizations, and multiple individuals within the same
organization may be copied on email threads, with the result that numerous duplicates of an email
(and its attachments) can reside in multiple email accounts. New threads may also split away from
original threads, with recipients added and removed over the life of the thread. Depending on
institutional records management policies, users may be free to delete emails and email threads,
although some may delete messages from their inboxes without deleting any corresponding emails
or threads from ‘sent items’ boxes. ‘Deleted’ messages may not actually be deleted at all, although
they appear to be from the user’s perspective, and can be retrieved from a ‘trash’ or ‘recycled’
folder by the user during a certain period. This kind of volatility can make appraisal and acquisition
of email exceptionally challenging. As a recent email task force report asks, ‘[W]hat is considered the
record copy? The email that was composed and sent? The one that was received and stored in the
sent mail folder of the sender’s client application? The copy stored on the recipient’s email server
system? A downloaded copy? A copy stored locally in a PST file? A copy on an iPhone?’ (Council on
Library and Information Resources (CLIR), 2018, p.30).

3 Typical Email formats

There is no single perfect format for the preservation and future use of email. Decisions made on file
formats should be dependent on the features and functionality to be preserved and the future use
cases to be supported. Note that the table below describes typical transfer formats for email
archives that may also be suitable preservation and/or access formats, but should not be seen as an
exhaustive list of formats. It is recommended that careful research and analysis is carried out before
extracting emails or migrating them to a new format.

File Extensions | Brief summary
format
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Internet
Message
Format

.eml

EML is a text-based format designed to conform to the original RFC email
specification (RFC822, 1982) and its successors. EML files are typically
single email messages with attachments either embedded as encoded
base64 content in the file or referenced from the file. The messages (but
typically not the attachments) can be opened and read in any text editor.
EML can be exported from and rendered by many email programs,
including Microsoft Outlook, Zimbra, Eudora, Mozilla Thunderbird, Apple
Mail, and Gmail. There is also good tool support for converting email
exports in other formats to EML. A useful list of tools used in capturing,
converting, and preserving emails as EML and other formats is provided by
the Task Force on Technical Approaches to Email Archives (Email Archiving
Tools, 2018).

EML is based on RFC standards, but there is no specification for the format
itself, and the ability to manage threads, attachments, and other features
relating to the internal structure of email accounts is limited (EA-PDF
Working Group, p.26). Because EML is text-based and ubiquitous it may
well be renderable for the foreseeable future. Some major email
preservation projects, such as Harvard University’s EASi platform, migrate
other formats to EML for preservation.

EML messages can be extracted from email accounts and stored as Maildir,
a directory format structured to represent the delivery status of the
messages. Maildir can be exported from and loaded into a number of email
applications; however, it lacks detailed specifications and has some file
system compatibility issues which may require remediation before the files
can be read by certain email programs (Wikipedia, Maildir, 2020). The
open-source OfflinelMAP tool can be used to extract email accounts
remotely and store them as MailDir.

Library and Archives Canada and the US National Archives and Records
Administration both consider EML files to be preferred transfer formats for
email (LAC, 2015; NARA, 2020).

MBOX

.mbox

Like EML, MBOX is a text-based format designed to implement RFC email
standards. Unlike EML, however, a single MBOX file can contain an
aggregation of messages, typically the contents of a folder. MBOX is well
supported by numerous email clients; a user can export and store an
account as a series of MBOX files, each representing a folder of messages
with attachments embedded in them as base64 encoded text. These files
can be imported into other email clients or read in EPADD, an open-source
tool designed by Stanford University to support ‘appraisal, processing,
preservation, discovery, and delivery of historical email archives’ (Stanford
Libraries, 2021). University of North Carolina’s RATOM (Review, Appraisal,
and Triage of Mail) project has also developed tools for working with MBOX
files.
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A single MBOX file can encapsulate an entire email folder, which results in
more resilient relationships between email messages and threads and
makes it easy to load the folder into an email client or a tool like EPADD.
However, due to the large volume of emails that can reside in a single
folder, MBOX files can often become excessively large and unwieldy; it also
means that, in some cases, the corruption of a single message can prevent
the entire file from loading or opening (EA-PDF Working Group, p. 26; DPC
and Prom, 2019, p.17). MBOX as a preservation format also suffers from
the fact that it is a family of formats with four variants (MBOXO, MBOXRD,
MBOXCL and MBOXCL2) that are not entirely compatible with one another
(Library of Congress (LC), 2016). Despite these drawbacks, MBOX files show
considerable promise as both a preservation and access format, given the
format’s ubiquity, tool support, ability to represent entire email folders,
and underlying text-based structure.

Library and Archives Canada and the United States Archives and Records
Administration consider MBOX to be a preferred email transfer format
(LAC, 2015; NARA, 2020).

Microsoft
Outlook
Personal
Folders

.pst

.olm

PST is a proprietary format developed by Microsoft to support email
download, storage, and offline use. It has two versions, ANSI (the earlier of
the two) and Unicode, which are ‘differentiated primarily by software
implementation versions, character sets, maximum file size constraints and
bit values’ (LC, 2013). A PST file can be an entire email account or a portion
of one, and can include not only messages but also contacts, calendar
items, tasks, and other products of Outlook and related tools.

Microsoft maintains a freely available specification for PST (Microsoft, [MS-
PST], 2020). The ubiquity of Microsoft Outlook and related tools makes PST
a relatively common format. Library and Archives Canada lists PST as an
acceptable ‘transfer format’, with the preferred format being MBOX and
EML, while the National Archives and Records Administration of the United
States lists all three as preferred formats (LAC, 2015; NARA, 2020). The
RATOM project’s toolset works with PST files in addition to MBOX.

However, be aware that in Mac implementations of Microsoft Outlook the
export format is called Outlook for Mac (OLM). OLM does not have an
openly documented specification like PST and is subject to unidentified
changes (Microsoft, 2015). There are a number of free and paid OLM to PST
converters such as Softaken and Mailvita, but testing and quality assurance
is advised before selecting a tool.

Portable
Document
Format

.pdf

When single email messages or threads are converted to PDF or PDF/A,
they lose much of their metadata and attachments can become
inaccessible (CLIR, 2018, pp.82-83). However, a dedicated task force on
email preservation recently proposed a specification ‘to set the stage for
software developers to create email capture and representation systems
leveraging PDF to represent the core metadata, content, attributes, and
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context’ of email accounts’ (EA-PDF Working Group, 2021, p.7). The
authors argue that MBOX and EML ‘are actually somewhat amorphous
families of formats defined more by client implementations than by
authoritative specifications’ and that ‘PDF provides a means to represent
these implementations in a normalized packaging model, regardless of the
underlying source.” (EA-PDF Working Group, 2021, p.8).

PDF versions of email messages are highly accessible due to widespread
software support for the format, and the efforts of the EA-PDF Working
Group demonstrate how PDF could be enhanced to serve as both a
preservation and access format for entire email accounts rather than
individual messages.

Extensible
Markup
Language

xml

XML has been explored as a preservation format by a number of digital
preservation projects, including PeDALS, CERP, and DArcMail. DArcMail is
the most recent of these, and the successor to CERP. DArcMail, which
stands for Digital Archives for Email, is run by the Smithsonian Institution
Archives, and is the name of both the project and a python-based open-
source tool available on the project’s homepage. DArcMail converts MBOX
files to XML and includes a graphical user interface that ‘supports appraisal,
processing, and providing access to email accounts or large groups of
related email messages.” (Smithsonian Institution Archives, 2017, p. 3). The
XML file can represent an entire email account, retaining internal folder
structure; header and other metadata; and messages and their
attachments. If the Smithsonian Institution Archives receives email in non-
MBOX formats, it converts them to MBOX and then uses DArcMail to
convert the MBOX files to XML (Smithsonian Institution Archives, 2017,

pp.4-5).

Microsoft
Outlook
Item

.msg

An MSG file is a single email or other Microsoft Outlook Item which can be
downloaded by Outlook end users. Unlike EML or MBOX, MSG files cannot
be read in text editors; however, Microsoft maintains a published
specification for the format (Microsoft, [MS-OXCMSG], 2020). MSG is not
likely to be used for transferring entire email accounts to preserving
institutions, but files in that format may appear in transfers of diverse
bodies of digital objects from network drives, personal computers, or
electronic recordkeeping systems. There has been little discussion in the
digital preservation community of MSG as a preservation format, although
the open specification and ongoing Microsoft support for MSG suggest that
it will be readable for the foreseeable future. When capturing email
accounts, archivists should avoid MSG in favour of MBOX, EML, or PST.

4 Tips for creators

Creators working in government, business or other controlled environments should be aware of
their organizations’ email handling and records management policies. Adherence to guidelines and
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requirements for file formats, versioning, retention, and metadata creation will help ensure that
emails can be preserved in such a way as to retain their context and meaning over time. Managing
email can be a significant challenge for creators outside these environments; however, there are
steps that creators can take to ensure that email records of enduring archival value can be handled
appropriately.

These tips provide useful guidance for email users in diverse environments:

If email management and retention policies are lacking, creators should engage in direct
communication with archivists or other personnel tasked with preserving email, in order to
establish preservation priorities, transfer methodologies, and disposal policies.

Private individuals considering donating email to a preserving institution should expect to
provide information about how they managed their email over time.

When writing emails, creators should avoid including personally identifying information
about third parties unless it is necessary to conduct their business.

Work and personal email accounts should be separated, and messages sent from a work
email address should not be of a personal nature.

Creators deleting email, either in accordance with organizational policies or as private
individuals, should keep in mind that they may have to delete messages from both their
inbox and sent items folders -- simply moving them into a “trash” folder is not sufficient.

If creators are not sure whether or not certain emails should be deleted, they should consult
with records managers and/or archivists for guidance.

5 Tips for archivists

5.1 General guidance
The following resources provide guidance on preserving and providing access to email:

The future of email archives (CLIR, 2018).

Preserving email Technology Watch Report (DPC and Prom, 2019).

Projects such as EASi (Harvard, 2017), Carcanet Press (Baker et al, 2012), DArcMail
(Smithsonian Institution Archives, 2017) ePADD (Stanford Libraries, 2021), and RATOM
(University of North Carolina, 2021) offer real-world examples and tools for email

preservation.
A number of software tools are available for working with Email data (COPTR, 2021).

5.2 Acquisition and appraisal

Aim to acquire entire email accounts as opposed to individual messages whenever possible,
to maintain folder hierarchies and metadata such as read/unread status, flags, labels, and
other metadata generated by email software.

Obtain direct access to email accounts for acquiring and transferring them to archives, in
order to make use of native export capabilities. If such access is not possible, tools like
OfflineIMAP can extract the accounts remotely.

Be prepared to acquire attachments in diverse file formats and develop preservation plans
for them.

Work closely with Records Managers and IT personnel to establish strategies and technical
approaches to acquiring and preserving email.
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5.3 Characterization
e |dentify file formats with a tool such as DROID (The National Archives, n.d.), FIDO (Open
Preservation Foundation, 2020), or Siegfried (Lehane, 2020) that uses the PRONOM file
format registry (The National Archives, 2020).
® Use PDF validation tools such as JHOVE (Open Preservation Foundation, 2020) and VeraPDF
(Open Preservation Foundation, 2020) to check conformance to published PDF specifications

and metadata standards. Validation tools for other email formats are not available at this
time.

5.4 Quality assurance
e [f using conversion tools such as OLM to PST converters, make sure that results are quality
assured against loss of content, metadata, or significant properties.
e Retain the original email format if possible, being aware that format advice and conversion
tools change over time.
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