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Best Practices

• What are they?

• Defined by actual forensic practice? (ISO 27050, DEFSOP)

• Effects of Historical Digital Materiality

• Aspects of (my own) practice.

• Preservation

• Discovery, Analysis, Interpretation

• AI?



Challenges → General, with Baker

→ Time and obsolescence (physical degradation,

software obsolescence, hardware support, forensic

hardware support for historical systems)

→ Volume / Storage capacity vs Gaps

→ Data curation, security management, migration – is

a long-term task

→ Variety, Diversification, Fluidity of technology dev

changes preservation and analytical methods (SSD’s).

→ Ethics, Data Security, Policies and Solutions for

Safe Research Access – see GDPR.

→ Environmental – carbon footprint long term storage.

Challenges → New

→ Change of programming, legal, and forensic

paradigms and frameworks (e.g. cloud computing)

→ Encryption.

→ AI integrations in standard software thwart forensic

approaches, mostly leave no trace, and change the

idea of authorship and agency (whodunnit, this may

not be a problem).

→ Long-term interpretability of historical forensic

phenomena, gaps and fragmentation of record, and

forensic software artefacts (false positives, C-traces).

James Baker: Digital Forensics in the House of Lords: six

themes relevant to historians (Part One / Two), 2019 [Link].

https://cradledincaricature.com/2019/03/29/digital-forensics-in-the-house-of-lords-six-themes-relevant-to-historians-part-one/


Preservation



Preservation Formats and Strategies – Forensic Methodology as Approach

→ Securing evidence – Bitstream-preserving images (»forensic images«, keeps

deleted material and original of the system context)

→ Formats – Sustainable, open formats (e.g. dd vs EnCase), and system context

documentation.

→ Authentication – Hashing (encrypted checksums, MD5, SHA256), alternative:

blockchain (sustainable?)

→ Lots of copies keep stuff safe (LOCKSS, distributed), Repositories with enhanced

security mechanisms (bit-flipper, etc).

→ Digital original vs. migration / conversion.



Highlights

→ Tool documentation (version)! (effects of tools, e.g. dd, ddrescue, recuperabit)

→ Careful with image compression, encryption, proprietary formats!

→ Hardware documentation (SSD: garbage collection, overprovisioning areas, SSD

slack)

→ We need system context. Evidence often does not come in expected formats.



Tool documentation: Imaging tools

• dd

• ddrescue

• dd_rescue

• recuperabit

(experimental)

• Advanced Forensic Format (AFF)

(sustainable?)

• FTKimager

(proprietary)

• EnCase

(proprietary)



Hardware: Solid State Drives

Recovery Problems

• Wear leveling.

• TRIM (operating system level)

• Garbage collection (controller level)

• Major challenges for forensics, often deleted

data is forever lost after a few minutes to a day,

special hardware is required for capture –

garbage collection starts automatically,

controller-driven, when the drive is connected,

data scrambling, firmware-compression,

potentially in the future: encryption.

Recovery Opportunities / Solutions

• Wear leveling.

• Implementation is not standard, sometimes

TRIM is not active due to bugs, faulty

implementation or incompatibilities, operating

systems etc support TRIM.

• Drive slack, overprovisioning, incompatibilities

(USB), nonstandardized builds and bugs. –

Overprovisioning areas accessible only with very

specialized methods / hardware.

• Chip-off forensics

• Factory access mode to access overprovisioning



Context I: Time Stamps (Glyn Moody Personal Archive)

Thorsten Ries. “Digital history and

born-digital archives: the

importance of forensic methods.”

In: Journal of the British Academy

10 (2022), pp 157–185.



Context II: Keylogger



Context II: Keylogger



Context II: Keylogger



Context II: Keylogger



Context III: System crashes

Thorsten Ries. “The rationale of the

born-digital dossier génétique:

Digital forensics and the writing

process: With examples from the

Thomas Kling Archive.” In: Digital

Scholarship in the Humanities

(DSH) 33.2 (June 2018), pp. 391–424.

Think also about system files and

areas like pagefile.sys, hiberfil, VSS

shadow partitions, file history

feature storage ...



Context III: System crashes



»Document« as Datastream: Cloud Forensics, Google Docs

James Somers: http://features.jsomers.net/how-i-reverse-engineered-google-docs/

Draftback plugin for Chrome.



Discovery, Analysis, Interpretation



Highlights

→ Document every tool (with version)

→ Know the tool’s C-trace potential

→ Test historic software behavior



Impact of the tool: The case of Photorec 7



Impact of the tool: foremost and MacWrite Pro

[in Print:] Thorsten Ries. Pour la reconstruction des processus d’écriture numériques de Derrida grâce à la computer

forensics : reconstruction des données et matérialité numérique historique … 2021 [in print] [preprint available (HAL)].



MacWrite Pro 1.0 artefacts

• MacWrite Pro 1.0 file viewed in the word

processor / hex editor.

• The file exists in four versions spread over all

harddrives (also Syquest!). → Synopsis.

• Two files dated 28 Jan 2000 are text-identical,

two further are dated 27 November 2001,

8 September 2002.

[in Print:] Thorsten Ries. Pour la reconstruction des processus d’écriture numériques de Derrida grâce à la computer

forensics : reconstruction des données et matérialité numérique historique … 2021 [in print] [preprint available (HAL)].



Impact of the tool: foremost and MacWrite Pro

• MacWrite Pro 1.5 compressed datastream. • Diff view of fastsave artefact from

decompressed SECRETA datastream compared

to doc text.

• The decompression algorithm was

reengineered.

[in Print:] Thorsten Ries. Pour la reconstruction des processus d’écriture numériques de Derrida grâce à la computer

forensics : reconstruction des données et matérialité numérique historique … 2021 [in print] [preprint available (HAL)].



Impact of the tool: foremost and MacWrite Pro

Foremost File Carving

• The MacWrite Pro format(s) usually not part of

any file carver, but could be easily added to the

foremost heuristics.

• Fun software historical fact: MacWrite Pro files

did not have a footer, their end was defined in

the document as length value. Therefore all

recovered files had to have the same defined

length (C-trace!).

[in Print:] Thorsten Ries. Pour la reconstruction des proces-

sus d’écriture numériques de Derrida grâce à la computer

forensics : reconstruction des données et matérialité nu-

mérique historique … 2021 [in print] [preprint available

(HAL)].

Recovery from Unallocated Space

• Raw datastream comparison of „non-punched“

drive data (left) vs „punched“ drive data (right),

indicating in white the start of a deleted file.

• BLKLS does not work with the old HFS. Therefore

I had to punch out the »existing« files from the

image with Bleachbit. But no modern OS mounts

HFS writeable!

• But Parrot Linux does (don’t ask me why)!



Testing needed! The case of MS Word GUID’s



Projekt Vorzeitbelebung, Herodot Undeleted .tmp

Thorsten Ries. “Philology and the digital writing process.” In: Cahier voor Literatuurwetenschap 9 (2017), pp. 129–158



Projekt Vorzeitbelebung, Herodot WRL, WBK, WRS / Synopsis

Thorsten Ries. “Philology and the digital writing process.” In: Cahier voor Literatuurwetenschap 9 (2017), pp. 129–158



Projekt Vorzeitbelebung, Herodot ~WRS0003.tmp (Rel. Chr. I)

Thorsten Ries. “Philology and the digital writing process.” In: Cahier voor Literatuurwetenschap 9 (2017), pp. 129–158



Projekt Vorzeitbelebung, Herodot Fragment in Drive Slack

Thorsten Ries. “Philology and the digital writing process.” In: Cahier voor Literatuurwetenschap 9 (2017), pp. 129–158



System crashes can lead to preservation!

Thorsten Ries. “The rationale of the

born-digital dossier génétique:

Digital forensics and the writing

process: With examples from the

Thomas Kling Archive.” In: Digital

Scholarship in the Humanities

(DSH) 33.2 (June 2018), pp. 391–424.



Archive Traces – MOPA: M2132, Aut / Win 1996 Directive

Thorsten Ries. “Digital history and

born-digital archives: the

importance of forensic methods.”

In: Journal of the British Academy

10 (2022), pp 157–185.



MOPA: C4131, Spring 2013 Dir: Human rights, Immigration, …



Old and new types of sources,

formats, and: AI



Challenges → General, with Baker

→ Time and obsolescence (physical degradation,

software obsolescence, hardware support, forensic

hardware support for historical systems)

→ Volume / Storage capacity vs Gaps

→ Data curation, security management, migration – is

a long-term task

→ Variety, Diversification, Fluidity of technology dev

changes preservation and analytical methods (SSD’s).

→ Ethics, Data Security, Policies and Solutions for

Safe Research Access – see GDPR.

→ Environmental – carbon footprint long term storage.

Challenges → New

→ Change of programming, legal, and forensic

paradigms and frameworks (e.g. cloud computing)

→ Encryption.

→ AI integrations in standard software thwart forensic

approaches, mostly leave no trace, and change the

idea of authorship and agency (whodunnit, this may

not be a problem).

→ Long-term interpretability of historical forensic

phenomena, gaps and fragmentation of record, and

forensic software artefacts (false positives, C-traces).

James Baker: Digital Forensics in the House of Lords: six

themes relevant to historians (Part One / Two), 2019 [Link].

https://cradledincaricature.com/2019/03/29/digital-forensics-in-the-house-of-lords-six-themes-relevant-to-historians-part-one/


Types of Born-digital Archives – Continous Diversification and Development

→ Personal Archives, Instititional Archives (floppy disks, hard drives, CD, DVD, tape)

→ Distributed, Networked Archives – Web Archives, Cloud Archives, Databases,

Platforms, Social Media

→ Software, Hardare-Software ensembles.

→ Other AI models (?), hacking archives, digital art installations.

Historical Digital Materiality – These Archives are Material and Not

→ Double character of digital materiality – immaterial (not-unique digital objects:

lossless copying btw states/ media, multiple physical instances of same digital object,

storage as processing instead shelf-»existence«, MK: »formal materiality«) vs. material

(physically unique: logical-material, context-dependent, MK: »forensic materiality«)

→ Historic specificity – formats, and their designed dependendcies on historical

softwares, file- and operating systems, hardware, etc.

→ Digital Object / Context – Layered, Distributed aspects (filesystem metadata) and

processing traces (e.g. temp files, spool files, drive slack, VSS shadow partitions, etc).

→ Changing historical concepts – »document« / »file« vs. cloud datastream object,

clusters; »memory« as RAM, storage vs. NVRAM. (Blanchette 2011: »design histories«)

→ Gaps / Loss / Threat – the digital forensic record is per definitionem incomplete,

discontinous (snapshot character), and contains gaps, is not reversible.
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lossless copying btw states/ media, multiple physical instances of same digital object,

storage as processing instead shelf-»existence«, MK: »formal materiality«) vs. material

(physically unique: logical-material, context-dependent, MK: »forensic materiality«)
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→ Gaps / Loss / Threat – the digital forensic record is per definitionem incomplete,

discontinous (snapshot character), and contains gaps, is not reversible.



Nick Montfort: Curveship.js



0x0a – AI generated (mock) literature



AI text generation / AI Assisted Writing

,



GPT-4 generating a (simple) digital poem in LUA (and Italian)



Challenges → Mission

→ These challenges are really an opportunity for Research and

Development in the Humanities, History, Social and Political

Sciences to cooperate with Information Science to maintain

long-lasting and indispensable impact in society, including

social justice, culture, and archives.

→ Professional change – added skillsets as data accession,

safeguarding and curation specialists, historical digital forensics,

and specialists in critical data verification for humanists as well

as information scientists create a unique data science profile

for humanities professions that offers transferable skills

reaching in the the data security and legal sector.

→ Specialists in Curation, Chain of Custody / Evidence,

Safeguarding of Information with open standards will be even

more important as our verification / falsification methods

continue to fail in the light of AI.

→ Our basic research concepts in the humanities, e.g. »human

authorship« and »human experience«, will continue to shift as

AI progresses to be integrated into everyday workflows (writing).

Is this really a problem, if digital forensics does not properly

distinguish human and AI contribution? (AI forensics,

membership inference attacks, XAI)

→ Specialism in forensic analysis and AI verification.



New Corpora

→ Tech (Sub-)Culture Archives (e.g. national cyberfeminism

archives, queer online history archives, etc).

→ Disinformation Archives.

→ Hacking Culture Archives,

→ Hacking History, Online Threat Event, Vulnerability Archives.



AI in forensic analysis?

• AI is already the subject of forensic inquiry (membership

attacks, etc).

• AI is already being used in forensic investigations to find

data more quickly on evidence images.

• Caveat I: non-reproducible, it is often unclear what it finds

(and what it doesn’t).

• Caveat II: the use scenario in an archive is much different

from a forensic lab, which processes a lot of very similar

devices, whereas in an archive the historical variation

differenciates every device.



Thank you for your attention!
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