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Best Practices

- What are they?
- Defined by actual forensic practice? (ISO 27050, DEFSOP)
- Effects of Historical Digital Materiality

- Aspects of (my own) practice.

- Preservation

- Discovery, Analysis, Interpretation
< Al?



Challenges - General, with Baker

- Time and obsolescence (physical degradation,
software obsolescence, hardware support, forensic
hardware support for historical systems)

- Volume / Storage capacity vs Gaps

- Data curation, security management, migration - is
a long-term task

- Variety, Diversification, Fluidity of technology dev
changes preservation and analytical methods (SSD's).
- Ethics, Data Security, Policies and Solutions for
Safe Research Access - see GDPR.

- Environmental - carbon footprint long term storage.

Challenges > New

- Change of programming, legal, and forensic
paradigms and frameworks (e.g. cloud computing)

- Encryption.

> Al integrations in standard software thwart forensic
approaches, mostly leave no trace, and change the
idea of authorship and agency (whodunnit, this may
not be a problem).

- Long-term interpretability of historical forensic
phenomena, gaps and fragmentation of record, and
forensic software artefacts (false positives, C-traces).

DIGITAL FORENSICS IN THE
HOUSE OF LORDS: SIXTHEMES
RELEVANT TO HISTORIANS
(PART ONE)

©29/03/2019 & JWBAKER #8 LEAVE ACOMMENT

This post was originally published at the Software Sustainability Institute
blog.

In 2017 the House of Lords Science and Technology Committee
opened an inquiry into forensic science. The inquiry is still open and

has fours areas of facus: the forensic science research landscape,
the use of forensic science in the Criminal Justice System, standards
and regulation, and digital forensics. Alongside this, the inquiry

James Baker: Digital Forensics in the House of Lords: six
themes relevant to historians (Part One / Two), 2019 [Link].


https://cradledincaricature.com/2019/03/29/digital-forensics-in-the-house-of-lords-six-themes-relevant-to-historians-part-one/

Preservation



Terminal Hilfe
1% dd i a of=/mnt/sda1/usw/Forensisches

Preservation Formats and Strategies — Forensic Methodology as Approach

- Securing evidence - Bitstream-preserving images (»forensic images«, keeps
deleted material and original of the system context)

- Formats - Sustainable, open formats (e.g. dd vs EnCase), and system context
documentation.

- Authentication — Hashing (encrypted checksums, MDs, SHA256), alternative:
blockchain (sustainable?)

- Lots of copies keep stuff safe (LOCKSS, distributed), Repositories with enhanced
security mechanisms (bit-flipper, etc).

- Digital original vs. migration / conversion.



i Hilfe

of=/mnt/sdal/usw/Forensisches_

- Tool documentation (version)! (effects of tools, e.g. dd, ddrescue, recuperabit)
- Careful with image compression, encryption, proprietary formats!

- Hardware documentation (SSD: garbage collection, overprovisioning areas, SSD
slack)

- We need system context. Evidence often does not come in expected formats.



Tool documentation: Imaging tools

- dd Datei Bearbeiten Ansicht Terminal Hilfe

[thorsten@localhost ~1$ dd if=/dev/hda of=/mnt/sdal/usw/Forensisches_Ima
- ddrescue
- dd_rescue

- recuperabit
(experimental)

- Advanced Forensic Format
(sustainable?)

- FTKimager
(proprietary)

- EnCase
(proprietary)




Hardware: Solid State Drives

Recovery Problems
Wear leveling.
TRIM (operating system level)
Garbage collection (controller level)

Major challenges for forensics, often deleted
data is forever lost after a few minutes to a day,
special hardware is required for capture -
garbage collection starts automatically,
controller-driven, when the drive is connected,
data scrambling, firmware-compression,
potentially in the future: encryption.

Recovery Opportunities / Solutions
Wear leveling.

Implementation is not standard, sometimes
TRIM is not active due to bugs, faulty

im pte mentation or incompati bilities, o perating Next, we'll connect the SSD to ACELab PC-3000 in order to switch it into factory access mode. Factory
access mode is activated by sending a service command (widely different per OEM/controller) to the SSD
systems etc support TRIM. controller. Then, we'll upload the LDR code into the controller's RAM.

Drive slack, overprovisioning, incompatibilities
(USB), nonstandardized builds and bugs. -
Overprovisioning areas accessible only with very
specialized methods / hardware.

CIEEY A B

Chip-off forensics

Factory access mode to access overprovisioning




Context I: Time Stamps (Glyn Moody Personal Archive)

research rebelcode rebel code 1

0 - Haunted cloisters v Q == v i
Zuletzt verwendet hame ~ Grige Geandert

Mit Stern markiert " [ 0o0-htmt 113 Objekte unbekannt

Personlicher Ordner

bill's info at your fingertips speech.doc 17,3kB 29. Nov1999
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Dokumente BOOK00.DOC
Downloadk
ownloads B cHaroooc 81kB 14.5ep1999
Musik
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Papierkorb
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Daten2 a [thorstenries@localhost 00 - Haunted cloisters]$ export LC_ALL=C
[thorstenries@localhost 80 - Haunted cloisters]$ stat BOOKs bills
ries.thorsten@gmail.com File: BOOKGO.DOC
Size: 22607 Blocks: 48 10 Block: 4096 regular file
Schreibtisch Device: fdo3h/64771d  Inode: 80007841  Links: 1
Access: (O777/-rwxrwxrwx) Ui ( 1000/thorstenries) Gid: ( 1@00/thorstenries)
Forschung Context: unconfined_u:object_r:unlabeled_t:s@
Access: NTES
Unterrichten Modify: FAT3?2
Ui =t Birth: [2018-10-15 @0:11:44.956411671] ~e100

Bill's info at your fingertips speech.doc
17258 Blocks: 40 10 Block: 4096 regular il
fdo3h/64771d Inod 89007840 Links: 1
(0777/-ruxruxrwx) Uid: ( 1000/thorstenries)  Gid:|( 1000/thorktenries)
uncenfined u:object r:unlabeled_t:so

Verschiedenes

Andere Orte

Thorsten Ries. “Digital history and
born-digital archives: the
importance of forensic methods.”
In: Journal of the British Academy
0 (2022), pp 157-185.

:[1899-11-29 15
10 T

B —
:L2018-10-15 00:11:24. 056411671 h EXT4

[thorstenries@localhost 08 - Haunted cloisters]s [|




Context Il: Keylogger

Catalogues Collections Services Visiting About Information for...

English and Drama blog

All our blog: Latest po: About this blog

Search this blog E

Main

Previous post | Next post *

English and Drama blog recent
posts

03 NOVEMBER 2018
Birds, Bees and Waste in Christina Rossetti's Nature
P

C M Taylor on ‘keystroke logging project’ with British -

Library Stories and Pictures: Women in Victorian Society

Olive Schreiner: Feminism from the Cape Colony

a guest blog by Craig Taylor, whose Jatest novel, Staying On, is pubiished by Duckwerih in 2018. In

2014 he began a project with the British Library to document the Greative process of witing the ELaiCUEREEE= LS

baok, using key-logging software. You can reach Craig on Twitter at @CMTaylorStory. G T o e

Contemporary Poetry at the Library: A Quick Start
Re-entering the academic world after starting work as an Associate Lecturer on the Publishing Guide
degree at Oxford Brookes University, | began speculating about writer's archives. Did previous Thinking about Alasdar Gray and Lanark, forty
scholars have access to more hand-written and typed drafts of warks in progress - actual objects years since
Showing the shaping of Works of art - but with the normalisation of computarized authorship, were Weetabix and beans: a linguistic take
these discrete drafts abolished in the rolling palimpsest of write and digital re-write? “Slow" Biography and the Ted Hughes Collection

The Library acquires Theatre Royal Stratford East
and Theatre Workshop archive

Plus, | was considering a new novel myself, but as | have written elsewhere, emotionally | was.
daunted by the long-haul loneliness of novel writing, a process | considered in my most despairing
moments as like walpapering a dungeon

Tueets by BLEngisn Diama

1 snoke 1o mv friend Mark abaut these two thinas - the 10st drafts and the laneliness - and in a flash



Context Il: Keylogger
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Context Il: Keylogger

openedition.

OpenEdition
~ Journals

% The University of Texas Libraries | [[¥%] English v | Share «§

== OPENEDITION SEARCH QQ | All OpenEdition

Home > Issues > 1516

Search

Index

Essays  The Reconstruction of the Author

Variants

The Journal of the European Society
for Textual Scholarship

15-16 | 2021
Textual Scholarship in the Twenty-First Century

Authors.
Keywords
Full text issues.

15-16 | 2021
Textual Scholarship in the
Tuenty-First Century

14 | 2019
1213 12016

Al issues =

About the Journal

R NN AT Tl

Essays

The Reconstruction of the Author’s Movement
Through the Text, or How to Encode Keystroke
Logged Writing Processes in TEI-XML

Lamyk Bekius
p.343

https://doi.org/10.4000/variants.1245

Abstract | Index | Qutline | Text | Bibliography | Notes | lllustrations | References | About the author




Context Il: Keylogger

Dynamic Facsimiles: Noi X +

o » =

== OPENEDITION SEARCH Q| All OpenEdition

writing processes that take place in a word processing environment that the
author is already familiar with: Microsoft Word (Leijten and Van Waes 2013). 4 I
Each time an author activates Inputiog to start a new writing session, the Word
document in which the author is working is saved in the background, in a
folder that contains the session's date and number. Subsequently, the Word
document is saved again when the author ends the writing session by de-
activating Inputlog. This results in a session-version of the text for each
session, which shows the text's gradual expansion. But Inputiog does not just
save Word documents. When the program is running, every keystroke and
mouse movement is recorded with a timestamp {Leijten and Van Waes 2013)
While writing, authors retain control of the process: they can start and stop the
logging when they choose, and the data is stored on their local PC or laptop.

5 Although Inputlog is developed for textual and cognitive study of writing, the
data output from the writing process of Bogaert's Roosevelt, generated in
Inputiog, is not immediately suitable for literary textual research.
merge_when_replaying Bogaert’s writing_process._Short_writing_sessions.

ay.
A static
reconstruction of the writing session — whether or not in combination with a
video replay, as in Dirk Van Hulle's proposal for a “Dynamic Facsimile” in the
present issue (Van Hulle 2021) — is favoured to ensure adequate analysis.
Hence, in order to be able to study the revisions (contained in the keystroke
logging data) in their textual context, the twofold output of Inputiog — the
Word document and the keystroke logging data — requires some reassembly. 5

6 Since TEl-conformant XML is widely used to create a digital form of humanities
data — texts, manuscripts, archival documents and so on — | opted to encode
the keystroke logging data in TERXML to visualize and analyse revisions in their
textual context (Bumard 2014). For me, these transcriptions function as a tool
to gain more insight into the textual genesis. They could eventually be used for
visualizations of the writing process, but a proper discussion of the latter lies
outside the scone of this article In order to reflect on how kevstroke loaaina




Context Ill: System crashes

INDOWS >chhkdsk
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FILEO013 CHK

die lachse. alles wie im tierfilm!, tierfilmlicht - durch das die lachse
sprengten. als pfeilfbrmig die wasser gingen wie stéidte

in alten, springenden sprachen.

Motto:

K.Kraus, zwei kriegsberichterstatter mit kodak..
506 PIE WAHRNEHMUNG

I

ihr hinterleib in sténdiger bewegung, und in bewegung ihre f@ihler mit
dem schwarzen haar, die sie mit schwarzen féen st@ndig wieder putzen
mu, wobei der schwarze kopf, ihr dunkles wespenhaupt, gesenkt muél

nas Kling e’ In
werden. mit f@hlern und mit schwarzen zangen versucht die wespe im ! ! live:” In
oktober das schwarze zifferblatt zu knacken; mit gutgeputzten fGhlern

gutgeputzten zangen will sie die zeit, die hinter panzerglas an meinem

ship in the Humanities

33.2 (June 2c

handgelenk, einfangen. die wespe achtet nicht des worts des tréjgers von
der armbanduhr. den trliger schauerts, von frésteln, kaltem herbst splr-



Context Ill: System crashes




»Document« as Datastream: Cloud Forensics, Google Docs

ot g @ Ry Y f ns\l

v
ettt i how TC e 1 ek ed Gl Do s B posie) ‘

> screnso showing what 15 ke (o work it document n Dz
To produce the embed, 1 used a tool 1 made called Draftback, which I suppose I'm.

Taunching right nov. With Draftback, you can play back and analyze any of your own
Google D ¥

¥ «

 they'ce

James Somers: http://features.jsomers.net/how-i-reverse-engineered-google-docs/

Draftback plugin for Chrome.



Discovery, Analysis, Interpretation




Highlights

- Document every tool (with version)
- Know the tool's C-trace potential
- Test historic software behavior



Impact of the tool: The case of Photorec 7

File Edit

View Go Bookmarks Help

@ Back ~ (1] ®© @ @ © s0% @ LstView ~ Q

Places ~ X | [Z Location: /home/caine/Documents/Recovery x

Computer

- caine ~ [ recup_dir.1 6items folder mar 20nov 2018 15:10:01 CET

W Desktop ) F0001709.jpg 29,5kB JPEGimage mar 20 nov 2018 15:10:01 CET

WFileSystem [ fo001782.docx 10,68 Microsoft Word Document mar 20 nov 2018 15:10:01 CET

s Documents

[ Fooo1883.1nk 544 bytes unkaawa ______mac200ou2niadcao0: o7 I

#Downloads R focotsond PPN © QPhotoRec (as superuser)

- Music E -doex g

uPictures 5 fo060759.txt 512bytes PhotoRec 7.1-WIP, Data Recovery Utility, june 2018

= Videos , foo75147.txt 512 bytes Copyright (C) Christophe GRENIER <grenier@casecurity.org>
https: fwww cqsecurity.orq

¥ Trash
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1205 MB Volume
Wsio

[ ]

Network Servers

(2 Disk /home/caine/Desktop/Workshop_Images/Workshop_image_Win7_word2007.img - 204 M / 195 MiB (RO)
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£ estinaton: frome/caine/Documents/Recovery

Recovery completed

File familly

UnBlock o 2

Number of files recovered

Caja-Root
XAl

0 B 40 ©05/5@08/s o0 T MR & «)




Impact of the tool: foremost and MacWrite Pro
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MacWrite Pro 1.0 artefacts

AR ctte ois-3-LbreOffce Writer
Datsl Beabeiten Ansicht Enfigen Format Voriagen Tobelle Formular Extras Fenster Hife

e-\-s

-aaasa-~”

-aa B

Stndard v

See tvont | 97 v sz | P |

Dot et |

Fle Edit View Windows Help

00000DE0OO
00000DFO00
00000E0074
00000E1020
00000E2075
00000E308E
00000E4061
00000E5065
00000E6065
00000E7076
00000E8020
00000E906E
00000EA000
00000EBOOO
00000ECO00
00000EDOOO
00000EE000
00000EF000
00000FO000
00000F101E

00
00
20
6C
6E
74
69
6E
20
61
63
6E
00
00
00
00
00
00
06
20

00
00
73
6E
69
73
65
6D
61
61
63
oD
00
00
00
00
00
00
as
00

00 00
00 00
61 6E
65 2C
65 20
2C 20
7371
61 69
69 65
6E 74
69 2C
oD 6D
00 00
00 00
00 00
00 00
00 00
00 00
E1 CO
00 00

MacWrite Pro 1.0 file viewed in the word
processor / hex editor.

The file exists in four versions spread over all
harddrives (also Syquest!). » Synopsis.

Two files dated 28 Jan 2000 are text-identical,
two further are dated 27 November 2001,
8 September 2002.

[in Print:] Thorsten Ries. Pour la reconstruction des processus d'écriture numériques de Derrida grace a la computer
forensics : reconstruction des données et matérialité numérique historique ... 2021 [in print] [preprint available (HAL)].



Impact of the tool: foremost and MacWrite Pro

SECRE-GHex o

Fle Edit View Windows Help

©00028BOOE 68
©00028COAS 3C
000028D027 F7
©00028EOAD F8
000028F080 6C
000029000F 88
0000291020 91
000029205F 75
0000293038 6F
0000294058 14
000029506 80
0000296009 10
0000297067 75
0000298045 AA
000029908F 41
000029A067 71
000029BODS5 7F
000029C00F 6D
000029D00A 7F
QAAADAFARA 72

offset:00
- MacWrite Pro 1.5 compressed datastream. - Diff view of fastsave artefact from
decompressed SECRETA datastream compared
to doc text.

- The decompression algorithm was
reengineered.

[in Print:] Thorsten Ries. Pour la reconstruction des processus d'écriture numériques de Derrida grace a la computer
forensics : reconstruction des données et matérialité numérique historique ... 2021 [in print] [preprint available (HAL)].




Impact of the tool: foremost and MacWrite Pro

Foremost File Carving Recovery from Unallocated Space
The MacWrite Pro format(s) usually not part of - Raw datastream comparison of ,non-punched”
any file carver, but could be easily added to the drive data (left) vs ,punched” drive data (right),
foremost heuristics. indicating in white the start of a deleted file.
Fun software historical fact: MacWrite Pro files - BLKLS does not work with the old HFS. Therefore
did not have a footer, their end was defined in I had to punch out the »existing« files from the
the document as length value. Therefore all image with Bleachbit. But no modern OS mounts
recovered files had to have the same defined HFS writeable!

length (C-trace!). But Parrot Linux does (don't ask me why)!

[in Print:] Thorsten Ries. Pour la reconstruction des proces-
sus d'écriture numeériques de Derrida grace a la computer
forensics : reconstruction des données et matérialité nu-
mérique historique ... 2021 [in print] [preprint available
(HAL)]




Testing needed! The case of MS Word GUID’s

0o0acB20
@00eCcB30
0000CB40
2000CB50
0000CB60
0000CB70

oooacsse
Q00eCcBoe
200aCBAR
QooacBBe
QeeacsCe




Projekt Vorzeitbelebung, Herodot Undeleted .tmp

ATMP — Okteta (]
Einstellungen  Hilfe

Extras

204568 73746173 65209020 48657272 r Begriff von Ekstase . Herr
727375 63687420 7761732E ODOD[ENE Nietzsche versucht was...[E
737365 72205665 72736368 77656967 [FLIMEin grosser Verschweig
1476573 63686963 68747373 63687265 er unter den Geschichtsschre
 6E 6F 6C 6F 67656E 20697374 20486572 ibern und Ethnologen ist Her
1657273 74FC747A 756E6720 696E2049 odot. Und Unterstitzung in I
746572 6472FC63 6B756E67 2066 616E nformationsunterdriickung fan
1657220 62656920 207A6168 6C726569 d und findet er bei zahlrei
J6F 6D 6D 656E7461 746F7265 6E2E204D| chen seiner Kommentatoren. M
1636820 65696E20 75607320 616E6465 an wundert sich ein ums ande
65726F 646F746C 65736572 6E20616C re Mal, was Herodotlesern al
'656D75 74657420 77657264 656E2073 les nicht zugemutet werden s
1672073 74656C6C 74207369 63682064 oll. Oft genug stellt sich d
F66465 20476566 FC686C20 65696E2C ann dieses bldde Gefihl ein
1657320 4D616C20 62726569 74206D61 das sich jedes Mal breit ma
6E2073 69636820 6D616E20 77696564 cht, fihlt man sich man wied
)E47373 69672067 656E6173 66FC6872 er fussnotenmassig genasfihr
1204175 736E6168 6D652120 2D206E69 t, da . keine Ausnahme! - ni
6D 6D 65 6FE 20 6F 64 65722061 75662067 cht ernstgenommen oder auf g
1727265 60657661 6E74652C 206CE463 anz und gar irrelevante, lac
1652067 656C6569 746574 2E 204D616E herliche Pfade geleitet. Man
1727563 6B206265 69204865 726F646F hat den Eindruck bei Herodo
)736B72 616E6B68 65697420 64657220 t, eine Berufskrankheit der
1617320 4E696368 74696E74 65726573 Historiker: das Nichtinteres

Thorsten Ries. “Philology and the digital writing process.” In: Cahier voor Literatuurwetenschap 9 (2017), pp. 129-158



Projekt Vorzeitbelebung, Herodot ~ WRL, WBK, WRS / Synopsis

~WRS0003.mp — Okteta ° WRL36SLmp -
stellungen _Hilfe Flugdaten.doc,_WRDI744TNP,
drive slack fragment)
Herodot Herodot Herodot Heradot

g;ggigg éggégigz égsggg;é ggg:é:gl gg:i“" Slzﬂf" c:;‘imb“"g“" d: Ein grosser Verschweiger unter| Ein grosser Verschweiger unter|Ein grofer Verschweiger unter | Ein grobfir Verschweiger unter den’

0 SDAEE0S 74747363 666500 ppelte Rumration  Miekascre. Eth-| den fffibem und Eth-| den Geschichtsscfilibern und | Geschichtsschrebem und Ethno-
3657220 56657273 63607763 69676572 § grosser Verschveiger nologen ist Herodofflnd Unter.| nologen ist Herodotfling Unter- | Ethnologen st Herodot. Und Un-  logen ist Heradot, Und Unterstt-
636074 73730368 65606265 726k 3075 Wtetden Goschicntsschetbern
4204865 726 04 6F 74202073 66642055 nd Ethnotogen 151 erodot  und U stitzung in sttzung in terstlizung in 2ung
96E666F 72606174 696F6E73 756E7465 nterstitzung in Informationsunte ckung fand und findet er bei zahl-| ckung fand und findet er bei zahl- | driickung fand und findet er bei | ckung fand und findeter bei zahl-

£642066 69 6E6465 74206572 20626560 rdrickung fand und findet er bei

O GEC5 S 204BGF €0 6D 656274 C1740F 72| rallraschon Seiner Kommontater reichen seiner Kommentatoren. | reichen seiner Kommentatoren.  zahlreichen seiner Kommentato-  reichen seiner Kommentatoren,

3696368 2065696E 20756073 20616E64 en. Man wundert sich ein ums and Man wundertsich ein ums andere | Man wundet sich ein ums andere | ren. Man wundertsich ein ums an- | Man wundert sich ein ums andere

84C6573 65726E20 64657320 4865726F ere Mal, was den Lesern des Hero

o Taca oo aera 320 Sa ars]so e i chon apemcee oo Vil v ERUEGREESES .o BEGHGHET o ich i il ercotes B o, s oot R
8 ales nicnt s e e v i OFEERGR G 2cgertet werden soll. O | zugemutet werden sol. Of geng
soll. [FenIsentidann BEBIESIER cann die<dd blodg)Ge- genug stellt sich dann dieses blo-  stellt sich dann dieses blode Ge-
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Projekt Vorzeitbelebung, Herodot  ~WRSoo003.tmp (Rel. Chr. )
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Projekt Vorzeitbelebung, Herodot Fragment in Drive Slack

mic-slack.txt - SciTE [}
File Edit Search View Tools Options Language Buffers Help

1 mic-slack. txt

214861335 Herodol|

214861343 Ein grosser Verschweiger unter den Geschichtsschreibern und Ethnologen ist Herodot. Und Unterst

214861439 tzung in Informationsunterdr

214861468 ckung fand und findet er bei zahlreichen seiner Kommentatoren. Man wundert sich ein ums andere Mal, was Herodotlesern alles
nicht zugemutet werden soll. Oft genug stellt sich dann dieses bl

214861659 de Gef

214861666 hl ein, das sich jedes Mal breit macht, f

214861708 hit man sich man wieder fussnotenm

214861743 ssig genasf

214861755 hrt, da

214861764 keine Ausnahme! - nicht ernstgenommen oder auf ganz und gar irrelevante, |

214861840 cherliche Pfade geleitet. Man hat den Eindruck bei Herodot, eine Berufskrankheit der Historiker: das Nichtinteressante, das Ger
214861968 ||, die tauben N

214861985 sse werden die Prachtalleen der Histoire entlanggerollert. Und mit Verve nichttransportiert und nichtbereitgehalten, noch nicht
einmal in den staubigen Gr

214862140 berfeldern die den Fussnoten reserviert sind wird allzu oft was an vermeintlich Unser

214862227 sem, an vorgeblich beziehungsweise noch Nichtgesichertem, vor allem: was an Nicht-Sicherungsw

214862321 rdigem von vorne herein als haneb

214862355 chen-nichtdiskursw

214862374 rdig aussen vor gelassen werden kann.

214862413 Ein Beispiel nur. Besonders darauf verlassen kann man sich, dass abgewiegelt werden wird, wendet sich notgedrungen das Thema
kultischen Drogen zuwendet. Dann wird der Leser gewiss mit einem

214862604 alten Abschreibfehler

214862626 sediert oder alles wird, schwuppdiwupp, zu einem

214862677 Missverst

214862687 ndnis

214862693 runtererkl

214862705 rt - wie im Fall der nomadisierenden Budiner, Anrainern der Skythen in der Dnepr-Region, die sich durch den Verzehr von
Fichtenzapfen auszeichneten. So Herodot. Der Heredotkommentar r
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System crashes can lead to preservation!
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Old and new types of sources,
formats, and: Al




Challenges - General, with Baker

- Time and obsolescence (physical degradation,
software obsolescence, hardware support, forensic
hardware support for historical systems)

- Volume / Storage capacity vs Gaps

- Data curation, security management, migration - is
a long-term task

- Variety, Diversification, Fluidity of technology dev
changes preservation and analytical methods (SSD's).
- Ethics, Data Security, Policies and Solutions for
Safe Research Access - see GDPR.

- Environmental - carbon footprint long term storage.

Challenges > New

- Change of programming, legal, and forensic
paradigms and frameworks (e.g. cloud computing)

- Encryption.

> Al integrations in standard software thwart forensic
approaches, mostly leave no trace, and change the
idea of authorship and agency (whodunnit, this may
not be a problem).

- Long-term interpretability of historical forensic
phenomena, gaps and fragmentation of record, and
forensic software artefacts (false positives, C-traces).

DIGITAL FORENSICS IN THE
HOUSE OF LORDS: SIXTHEMES
RELEVANT TO HISTORIANS
(PART ONE)

©29/03/2019 & JWBAKER #8 LEAVE ACOMMENT

This post was originally published at the Software Sustainability Institute
blog.

In 2017 the House of Lords Science and Technology Committee
opened an inquiry into forensic science. The inquiry is still open and

has fours areas of facus: the forensic science research landscape,
the use of forensic science in the Criminal Justice System, standards
and regulation, and digital forensics. Alongside this, the inquiry

James Baker: Digital Forensics in the House of Lords: six
themes relevant to historians (Part One / Two), 2019 [Link].


https://cradledincaricature.com/2019/03/29/digital-forensics-in-the-house-of-lords-six-themes-relevant-to-historians-part-one/

Types of Born-digital Archives — Continous Diversification and Development

- Personal Archives, Instititional Archives (floppy disks, hard drives, CD, DVD, tape)
- Distributed, Networked Archives — Web Archives, Cloud Archives, Databases,
Platforms, Social Media

- Software, Hardare-Software ensembles.

- Other Al models (?), hacking archives, digital art installations.



Types of Born-digital Archives — Continous Diversification and Development

- Personal Archives, Instititional Archives (floppy disks, hard drives, CD, DVD, tape)
- Distributed, Networked Archives — Web Archives, Cloud Archives, Databases,
Platforms, Social Media

- Software, Hardare-Software ensembles.

- Other Al models (?), hacking archives, digital art installations.

Historical Digital Materiality — These Archives are Material and Not

- Double character of digital materiality — immaterial (not-unique digital objects:
lossless copying btw states/ media, multiple physical instances of same digital object,
storage as processing instead shelf-»existence«, MK: »formal materiality«) vs. material
(physically unique: logical-material, context-dependent, MK: »forensic materiality«)
- Historic specificity - formats, and their designed dependendcies on historical
softwares, file- and operating systems, hardware, etc.

- Digital Object / Context - Layered, Distributed aspects (filesystem metadata) and
processing traces (e.g. temp files, spool files, drive slack, VSS shadow partitions, etc).
- Changing historical concepts - »document« / »file« vs. cloud datastream object,
clusters; »memory« as RAM, storage vs. NVRAM. (Blanchette 2011: »design histories«)
- Gaps / Loss / Threat - the digital forensic record is per definitionem incomplete,
discontinous (snapshot character), and contains gaps, is not reversible.
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oxoa - Al generated (mock) literature
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Al text generation / Al Assisted Writing

3 Write an ironic love poem to Dante Alighieri in the style of Ann
Cotten, in ltalian!

Oh Dante, mio amore infinito,
Il'tuo Inferno brucia nel mio cuore,
Le tue parole scivolano, come vino,
Lasciandomi avvolta da un dolce torpore.
Editor Text Predictions
Come il tuo amor per Beatrice, To helpyou wete fastr o articpabes your et words and

suggests words or phrases as you type. Give feedback on recent
suggestions, or leam more.

Cosi & il mio per te, o poeta celebre,

@D sugsest words orphvases a5 type

Ma la mia passione & solo un capriccio,

Un omaggio ironico, un amore da intendere.

Le tue rime diventano un gioco,

Nel tuo Purgatorio, mi perdo € mi ritrovo,

Ma non so se il tuo Paradiso
Possa donarmi un amore vero € nuovo.




GPT-4 generating a (simple) digital poem in LUA (and Italian)

B GPT4|ora.ai

thorsten@thorsten-main-laptop:~/Downloads — lua dan

[thorsten@thorsten-main-laptop Dounloads]$ lua dante.lua
sublime poeta senza pari,

talento illumina le menti;

divino poeta senza pari,

talento illumina le menti;

glorioso maestro dell'arte,

talento illumina le menti;

divino poeta senza pari,

talento illumina le menti;

sublime scrittore supremo,

talento illumina le menti;

geniale scrittore supremo,

Commedia & fonte d'ispirazione;

glorioso poeta senza pari,

Commedia & fonte d'ispirazione;

divine scrittore supremo,

Commedia & fonte d'ispirazione;

magnifico scrittore supremo,

commedia & fonte d'ispirazione;

glorioso scrittore supremo,
talento illumina le menti;
immenso scrittore supremo,
parole risuonano nei secoli.
'CDante, sublime maestro dell'arte,

™ GPT4 (e v &

Create a LUA code program that generates an endless stream of varying

distichons that praise Dante Alighieri

O]

wa (S Copycode &,

0

, "magnifico”,
", "geniale”, "divino”

» 5 messages per day.



Challenges - Mission

- These challenges are really an opportunity for Research and
Development in the Humanities, History, Social and Political
Sciences to cooperate with Information Science to maintain
long-lasting and indispensable impact in society, including
social justice, culture, and archives.

- Professional change - added skillsets as data accession,
safeguarding and curation specialists, historical digital forensics,
and specialists in critical data verification for humanists as well
as information scientists create a unique data science profile
for humanities professions that offers transferable skills
reaching in the the data security and legal sector.

- Specialists in Curation, Chain of Custody / Evidence,
Safeguarding of Information with open standards will be even
more important as our verification / falsification methods
continue to fail in the light of Al.

- Our basic research concepts in the humanities, e.g. »human
authorship« and »human experience, will continue to shift as
Al progresses to be integrated into everyday workflows (writing).
Is this really a problem, if digital forensics does not properly
distinguish human and Al contribution? (Al forensics,
membership inference attacks, XAl)

- Specialism in forensic analysis and Al verification.
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New Corpora

- Tech (Sub-)Culture Archives (e.g. national cyberfeminism

archives, queer online history archives, etc).
- Disinformation Archives.
- Hacking Culture Archives,

- Hacking History, Online Threat Event, Vulnerability Archives.
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Al in forensic analysis?

- Al is already the subject of forensic inquiry (membership
attacks, etc).

- Al is already being used in forensic investigations to find
data more quickly on evidence images.

- Caveat I: non-reproducible, it is often unclear what it finds
(and what it doesn't).

- Caveat Il: the use scenario in an archive is much different
from a forensic lab, which processes a lot of very similar
devices, whereas in an archive the historical variation
differenciates every device.



Thank you for your attention!
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