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Digital forensics

“Digital forensics is an applied field originating in law enforcement, 
computer security, and national defense. It is concerned with 
discovering, authenticating, and analyzing data in digital formats to the 
standard of admissibility in a legal setting. “

Digital Forensics and Born-Digital Content in Cultural Heritage Institutions (2013): 
https://www.clir.org/pubs/reports/pub149/

https://www.clir.org/pubs/reports/pub149/


Digital forensics

“‘forensics’ essentially refers to the process of in depth analysis of 
information that exists in the present, in order to reconstruct past 
events or objects, with the proffered interpretation being subject to 
scrutiny by others.”

Jeremy Leighton John, Digital Forensics and Preservation (DPC Technology Watch Report, 2012): 
https://www.dpconline.org/docs/dpc-technology-watch-publications/technology-watch-reports-
1/810-dpctw12-03-pdf/file

https://www.dpconline.org/docs/dpc-technology-watch-publications/technology-watch-reports-1/810-dpctw12-03-pdf/file
https://www.dpconline.org/docs/dpc-technology-watch-publications/technology-watch-reports-1/810-dpctw12-03-pdf/file


Digital preservation

Digital Preservation Refers to the series of managed activities 
necessary to ensure continued access to digital materials for as long as 
necessary  ...(digital preservation) refers to all of the actions required 
to maintain access to digital materials beyond the limits of media 
failure or technological and organisational change.

DPC: What is Digital Preservation? https://www.dpconline.org/digipres/what-is-digipres

https://www.dpconline.org/digipres/what-is-digipres


What is digital forensics in the context of 
digital preservation?
• Digital forensics provides tools and methods

• Digital forensics can be applied to achieve goals to support digital 
preservation (authenticity, chain of custody)

• Digital forensics tools and technologies can be used to fulfil 
commitments for how digital materials are to be handled (integrity, 
privacy



Questions of the day

Where does an institution articulate the goals and commitments that 
guide its digital preservation work?

How might use of the tools and technologies you see in today’s 
recordings be supported and informed by digital preservation policy?



What is digital preservation policy?

“A digital preservation policy expresses a set of principles 
which will guide an organization in the way it approaches 
preservation activities and responsibilities. […] The purpose of 
a policy is to support consistent decision making about digital 
preservation over time.”



Digital forensics in policy across 
the LAM lifecycle: 
Acquisition



Yale University Libraries Digital Preservation Framework, 2019 https://guides.library.yale.edu/ld.php?content_id=26251943 

https://guides.library.yale.edu/ld.php?content_id=26251943




Georgia Tech University, Collection Donation Agreement,
https://library.gatech.edu/sites/default/files/2019-06/Deed-of-Gift-revised.pdf 

https://library.gatech.edu/sites/default/files/2019-06/Deed-of-Gift-revised.pdf


Disk Images and DANNNG 

• Digital Archival traNsfer, iNgest, and packagiNg Group

• Purpose of Disk Imaging Decision Factors is to demystify disk imaging 
and the decisions that factor into format selection, creation, handling, 
and retention.

• Provides detailed technical information to support decision-making 
around if and when to create a disk image of a storage environment.

https://dannng.github.io/

https://dannng.github.io/


Digital forensics in policy across 
the LAM lifecycle: 
Processing



U-M Library Digital Repository Services Digital Preservation Policy, 2020: 
https://www.lib.umich.edu/about-us/policies/digital-repository-services-digital-preservation-policy/ 

https://www.lib.umich.edu/about-us/policies/digital-repository-services-digital-preservation-policy/


Disk images and the protection of privacy

“Balancing Care and Authenticity in Digital Collections: A Radical 
Empathy Approach to working with Disk Images”
(Lassere and Whyte, 2021)

https://journals.litwinbooks.com/index.php/jclis/article/view/125/102

• Analysis of disk images is resource intensive; keeping disk images by 
default introduces risk 

• Limited tools to mitigate this risk at scale; increases risk and likelihood 
of harm to people and communities whose materials are collected. 

https://journals.litwinbooks.com/index.php/jclis/article/view/125/102


Digital forensics in policy across 
the LAM lifecycle: 
Preservation



Northwestern University Libraries Digital Preservation Policy (2023): 
https://www.library.northwestern.edu/about/administration/policies/digital-preservation-policy.html 

https://www.library.northwestern.edu/about/administration/policies/digital-preservation-policy.html


Rockefeller Archive Center, Digital Preservation Policy:
https://docs.rockarch.org/digital-preservation-policy#categories-of-commitment 

https://docs.rockarch.org/digital-preservation-policy#categories-of-commitment


Digital forensics in policy across 
the LAM lifecycle: 
Access



Yale University Libraries Digital Preservation Framework, 2019 https://guides.library.yale.edu/ld.php?content_id=26251943 

https://guides.library.yale.edu/ld.php?content_id=26251943


Conclusions

• Digital forensics tools and processes have provided LAM institutions 
with new ways to interact with digital information.

• The fields of digital forensics and digital preservation are aligned in 
their emphasis on maintaining the integrity and authenticity of digital 
information but have important differences in intent.

• The opportunities afforded by implementing digital forensics tools 
and processes can be complemented by digital preservation policy 
statements that support decision-making around the use of those 
tools and processes.



Thank you!
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