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Digital Preservation 

Storage Strategies: 

3-2-1 vs 'the Cloud'



Data Centre Server rack with hard drive modules removed, made by Delta Electronics, Inc, China, for Facebook, Inc., Menlo Park, California, USA, 2014. 

Used in Facebook's Data Centre in Lulea, Sweden, located above the Arctic Circle. CC BY-NC-SA 4.0

https://collection.sciencemuseumgroup.org.uk/objects/co8567304/

1. Standard practices & compliance requirements

• 3-2-1 backup rule (3 copies, 2 different media types, 1 copy offsite)

• Legislation & mandates – data localisation & residency 

2. Storage Options

• On-prem – onsite storage including tape storage (LTO)

• Cloud – multi-national companies (AWS, Azure, Google Cloud etc.) & tenancy arrangements

• Local Cloud

• Hybrid (or other solutions…)

3. Considerations & concerns

• What is good practice now? (Incl. monitoring, recovery from failure etc.)

• Supplier/platform lock-in & data egress between vendors

• Sustainability – calculating environmental impact
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https://creativecommons.org/licenses/by-nc-sa/4.0/
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Nagra SN tape recorder. 1970s. CC BY-NC-ND 4.0

https://collection.sciencemuseumgroup.org.uk/objects/co8610225/
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Digital Preservation & 

Cybersecurity: 

happily coexisting





Robotic humanoid torso, built to bear a resemblance to actress Gemma Chan. CC BY-NC-SA 4.0

https://collection.sciencemuseumgroup.org.uk/objects/co8593613/

CYBERSECURITY & DIGI PRES
1. Standards & Compliance

• Accreditation & Compliance – 27001, Cyber Essentials (CE), CE Plus, NIST etc.

• Certification – Trusted Digital Repository (TDR)

2. Cybersecurity Basics

• 5 controls (Firewalls, secure configuration, access controls, malware, patching)

• Rendering legacy files (requiring legacy software & infrastructures) 

• People

• Digital Preservation equivalent (for Cybersecurity & ICT colleagues)

3. Knowledge & Skills

• Digital preservationists' knowledge of cybersecurity (& vice versa)

• Upskilling (short-courses etc.)

• Shortage of cybersecurity professionals

https://creativecommons.org/licenses/by-nc-sa/4.0/


Digital signal processor for infrared cheek sensor. Hawking. CC BY-NC-SA 4.0

https://collection.sciencemuseumgroup.org.uk/objects/co8817516/

• Digital Preservation Coalition (DPC). 2022. ‘Cybersecurity and 

Digital Preservation.’ 

https://www.dpconline.org/events/eventdetail/63/-/cyber-security-

and-digital-preservation

• National Cyber Security Centre (NCSC). 2023. ‘About Cyber 

Essentials.’ https://www.ncsc.gov.uk/cyberessentials/

• Rosenthal, D. et al. 2005. ‘Requirements for Digital Preservation 

Systems: A Bottom-Up Approach.’ D-Lib Magazine. 

https://www.dlib.org/dlib/november05/rosenthal/11rosenthal.html

• The National Archives (TNA). 2023. ‘DiAGRAM - The Digital 

Archiving Graphical Risk Assessment Model.’ 

https://diagram.nationalarchives.gov.uk/
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