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Why PDF/A validation

matters
(even if you don’t have PDF/A)
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‘encryption_openpassword-...' is protected. Please enter a Document Open
Password,

Enter Password: |




E encryption_noprinting.pdf (SECURED) - Adobe Acrobat Pro
File Edit WYew Window Help

Permission Details
You cannot print this decurment.

Thus 15 a test document. It only contains some text.

Creative Commons CC0: Public Domain Dedication. To the extent possible under law, Johan van
der Enyff has waived all copynght and related or neighboning nghts to this work.
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der Knijff has waived all copyright and related or neighboring rights to this work.

Embedded Quicktime video by Misty De Meo. taken from the OPF format corpus. The licensing
info there states “created using ffimpeg's builtin "testsr¢" test pattern. which 1s presumed to be
unlicensed. ffmpeg's code is GPLv2 licensed”.

Multimedia Player Finder

The media requires an additicnal player. Please click 'Get Media Player' to download the correct media
player. Te play the media, you will need to close and restart the application once the player installation is
complete,

Get Media Player I Close

Information about download privacy
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On creator machine

Thisdocument usesthe Calisto M T font.




¢l pdf 1.7 portfolio 30 multiple sheets.pdf - Adobe Acrobat Pro
File Edit View Window Help

Model Navigation - Click on
Headings balow te
navigate model

A1 - Overview As Built
A2 - Front As Built

A3 - Right As Built

A4 - Rear As Built

A5 - Left As Built

A6 - front Propesed
A7 - Right Propesed
A8 - Rear Proposed

A9 - LleftProposed
A1D - Section 1

At - Section 2

A1z - Section 3

A13 - Section 4

A1g - Credits

A15 - Contact Us

A16 - Visit our Website
A1y - Back to the Gallery
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CONSTRUCTION FROM THESE PLAKS

SHOULD HOT BE UNDERTAKEN

WATHOUT THE ASSISTANCE OF A COM-
AL
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FROM ANY CLAIME OR LAW SUITS THAT
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OF THIS STRUCTURE Oft AN

e

ADCATIORALLY
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25 pdf 1.7 portfolio 3D multiple sheets.pdf - GSview
File Edit Options i

Madel Navigation - Click on
Headings below to
navigate model

A1 -Overview Ac Bullt
Az -Front As Built

A3 -Right As Built

A4 - Rear As Built

As - Left As Bullt

A& - Front Proposed
A7 -Right Proposed
AB -Rear Proposed

Ag - Left Proposed

A0 - Section 1

An - Section 2

A1z - Section 3

Az - Section 4

Mg - Credits

A5 - Contact Us

AIG - Visit our Website
A17 - Back to the Gallery
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pdf 1.7 portfolio 3D multiple sheets.pdf - [Sample Commercial Addtion Proposal] - SumatraPDF

Find:
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Ao - Section 1
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[c».| Command Prompt

e:\Downloads>c: \quf\b1n\quf --check encryption_nocopy.pdf

checking encryption_nocopy.pdf

PDF Version: 1.7

R =4

P = -1044

User password =

extract for accessibility: allowed

extract for any purpose: not allowed

print low resolution: allowed

print high resolution: allowed

modify document assembly: not allowed

modify forms: allowed

modify annotations: allowed

modify other: allowed

modify anything: not allowed

stream encryption method: AESv2

string encryption method: AESv2

file encryption method: AESv2

File is Tinearized

ERROR: Tinearized file contains an uncompressed object after a compressed one 1in
a cross-reference stream

WARNING: page 0 has shared identifier entries

WARNING: page 0: shared object 25: in hint table but not computed 1list
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Command Prompt

e:\preflightTests>pdffonts notembedded_pmé&5.pdf
sub uni object ID

AdobeCorpID-MyriadRg

ComicSansMsS TrueType
Tahoma TrueType
Haettenschweiler TrueType
TimesNewRoman TrueType

Helvetica Type 1

e:\preflightTests>_
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ldentify potential
preservation risks of a
PDF —any PDF!- by
assessing against PDF/A
standard.



How?

Use PDF/A validator!



File Edit View Window Help

E\‘ Create ~ | E}

S| &

Customize -

$ |1 IR & | (=) (e

a"2|

90.2% | =

Tools |

Sign Comment

You cannot edit or copy this document.

JPEG Images Displ:

In Acrobat files, bitmap i
display the images in a ¢
Considerations:
Images can be linked
Graphics is used in its

Floating window can t
are listed on the next |
to make full-screen).

Graphics is displayed
magnification or Acrol
document’s zoom leve
Not applicable if the ir

Supported with Acrob

This document has an open passwerd or a modify password,

", __; Profiles ‘Standards

Permission Details

Show all

| [ 2|4 |

Verify compliance with PDF/A-1a
Verifies compliance with PDF/A-1a for the current document.

@

Verify compliance with PDF/A-1b
Verify compliance with PDF/A-2a
Verify compliance with PDF/A-2b
Verify compliance with PDFfA-2u
Verify compliance with PDF/A-3a
Verify compliance with PDF/A-3b
Verify compliance with PDFfA-3u

PDF/E compliance

L& Convert to PDF/E-1 (sRGE)

LL,EJ Remove PDFE information
Verify compliance with PDF/E-1

PDF/VT compliance

PR R®E

B

-

» Further Options

,@ Analyzel ,® Analyze and fix

™ Run Preflight checks For visble layers only
[~ Preflight only pages | 1 to|2




i) __; Profiles & Results ' Standards

x Preflight profile "erify compliance with PDFfA-1a" found the following errors:

j Pages 1 - 2 from “Jpeg_linked.pdf™
= % PDF document is not compliant with PDF/A-1a (2005)
* Structured PDF: Structure tree root entry missing
ueen Document Info and XMP Metadata
% Document is encrypted

EIE

% Encrypt key present in file trailer

* Mamed action with a value other than standard page navigation used

% POF/& entry missing

% Syntax problem: Indirect object “obj” keyword not followed by an EQL marker

% Annotation has C entry but no PDFfA Outputintent present (6 matches on 2 pages)
- Annotation has no Flags entry (& matches on 2 pages)

* Annotation not set to print (6 matches on 2 pages)

% Incorrect annotation type used {not allowed in PDOF/A) {4 matches on 1 page)

I\ B

'3"'@ F'reﬂight information

Ok show in Snapl ‘@_‘1 Embed Audit Trail. . | i Create Report. ..




Preflight



,_é' E:\Downloads\JIpeg_linked_extractooml - Internet Explorer
Ii E:\Downloads\Upeqg_linked_e: ,'Dj *# (2 E:'\Downloads\lpeg_linked_e... *

Edit View Favorites Tools

<?xml version="1.0" encoding="UTF-8"?>
<preflight name="Jpeg_linked.pdf">
<executionTimeMS>9792</executionTimeMS>
<isValid type="PDF/A1-b">false</isValid>
- <errors count="96">
- <error count="1">

code>3.1.3</code>
<details>Invalid Font definition, CourierNewPSMT: FontFile entry is
missing from FontDescriptor</details>

</error>
<error count="1">
<code>7.11</code>
<details>Error on MetaData, PDF/A identification schema
http://www.aiim.org/pdfa/ns/id/ is missing</details>
</error>
<error count="3">
<code>6.2.1</code>
<details>Action is forbidden, GoToPage isn't authorized as named
action</details>
<page>0</page>
</error>

<code>1.4.2</code>
<details>Trailer Syntax error, The trailer dictionary contains
Encrypt</details>
</error>
</errors>
</preflight>
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,é E:\Downloads\preflight_schema_demo.xml - Internet Explorer
‘_r_:“ E:'\DownloadsJpeqg_linked_extr... -».':_.':' E:'\Downloads\prefight_sche...

Fai

<?xml version="1.0"?>
<!-- Schematron rules for policy-based validation of PDF, based on output of Apache
Preflight. -->
- <s:schema xmins:s="http://purl.oclc.org/dsdl/schematron”>
- «<s:pattern name="Checks for encryption">
- <s:rule context="/preflight/errors/error">
<s:assert test="not(code = "1.0' and contains
(details,'password’))">0pen password</s:assert>
<s:assert test="not(code = '1.4.2")">Encryption</s:assert>
</s:rule>
</s:pattern>
</s:schema>
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Test corpus

~ 15,000 PDFs from Govdocsl dataset

http://digitalcorpora.org/corpora/govdocs






Failed tests
assessment

Mandatory fields missing from font descriptor dictionary
Error in font descriptor

Mandatory fields missing from font dictionary

Width array and font program width inconsistent
Missing CIDSet entry in subset of composite font
Encoding inconsistent with font

Preflight exception

Invalid CIDToGID

Charset declaration missing in Type 1 subset

Missing glyph

Embedded file(s)

Encryption

JavaScript

Damaged embedded TrueType font

Damaged embedded Type1 font

0 5 10 1520 25 30 35

% of analysed files affected




Edit View Window

Tools Sign Comment

|_y This file claims compliance with the PDF/A standard and has been opened read-only to prevent modification.

. | An error exists on this page, Acrobat may not display the page correctly. Please
contact the person who created the PDF document to correct the problem.

E F:\johan\pdf\presentationOodord\veraPDFHiResWrongObjectIDacmi
= Filjohan\pdfipresentati © = 1 Fi\johanpdfipresentatio. .. Yjohanpdfipresent...

Edit Wiew Favorites Tools

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>
- <preflight name="veraPDFHiResWrongObjectID.pdf">
<executionTimeMS>568</executionTimeMS >
<isValid type="PDF/A1-b">true</isValid>
</preflight>
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Bewerken  Beeld
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Beeld Geschiedel
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Not Found

Geschiedenis  Bladwijzers  Extra

Pandora's ...

HTTP Error 404. The requested resource is not found.

Contains embedded
Quicktime movie

From Multimedia & 3D
Tests on Adobe Acrobat
Engineering website

From Multimedia & 3D
Tests on Adobe Acrobat
Engineering website

From Multimedia & 3D
Tests on Adobe Acrobat
Engineering website

From Multimedia & 3D
Tests on Adobe Acrobat
Engineering website

From Multimedia & 3D
Tests on Adobe Acrobat
Engineering website

i@ From Multimedia & 3D

error, EmbeddedFile entry is present in a
FileSpecification dictionary

Forbidden field in an annotation definition, The
subtype isn't authorized : Screen; Body Syntax
error, EmbeddedFile entry is present in a
FileSpecification dictionary

Forbidden field in an annotation definition,
subtype isn't authorized : Movie; Action is
forbidden, The action Movie is forbidden

Forbidden field in an annotation definition,
subtype isn't authorized : Screen

Forbidden field in an annotation definition,
subtype isn't authorized : Screen

Action is forbidden, The action Rendition is
undefined

Forbidden field in an annotation definition, The
subtype isn't authorized : Movie

Forbidden field in an annotation definition, The




Main challenges

1. Font issues

2. Conformance to ISO 32000
3. Ground truth






;_é' E:\Downloads\verapdf-profile-6- 2-4-t01.xml - Internet Explorer - |EI|5|

I: E:'\Downloads\werapdf-profile ,ﬂj 4 :g;" F:‘l;iohan‘pdf‘presenmﬁono...| :«_:;‘ F:Yohanpdfipresentationd. .. ig} E:'\Downloads\werapdf-,.. x fL“I?LI\ f_"_? {:}

File Edit Wiew Favorites Tools

<?xml version="1.0" encoding="UTF-8"?>
- <profile model="org.verapdf.model.PDFA1a"
xmins="http:/ /www.verapdf.org/ValidationProfile">
<name>ISO 19005-1:2005 - 6.2.4 Images - Alternates</name>
< description/>
<creator>veraPDF Consortium</creator>
<created>2015-06-16T22:22:45Z</created>
<hash>sha-1 hash code</hash>
- <rules>
- <rule object="PDXImage" id="6-2-4-t01">
<description>An Image dictionary shall not contain the Alternates
key</description>
<test>Alternates_size == 0</test>
- <error>
<message>Alternates key is present in the Image dictionary
(</message>
</error>
- <reference>
ecification>IS019005-1</specifi
<clause>6.2.4</clause>
< /reference=
</rule>
</rules>
</profile>




| ISO PDF (ISO 32000)

PDF/A PDF/E PDF/X PDF/UA

archive engineering graphic arts  accessibility

| PDF/H
ISO 19005  1SO 24517 b 15015930  onkhicare

(PDF 1.4) (PDF 1.6) | (PDF14
PDF16)  AiM--> 150




Bladwijzers Extra Help

PDF Assoc.. Update Pr...  main menu . WhyPDF/...  Indexof/ veraPDF | vera... O veraP... X

L
https: ffgithub.comfveraPOF fveraPDF-corpus C H & Zoeken | 4+ @ 'Eh’ E

:: .epub () 33 Dropbox - Login - Onl... :: jpylyzer Home - The Registry -... :: ipylyzer r: Digital Preservation ... samplefies wayback :: Save Page to Wayba. ..

A P branch: master~ veraPDF-corpus / + =

I Pull requests
Still under discussion

bdoubrov authored 14 days ago latest commit ae@80d479a Wik

%-1b/6.1 File structure Still under discussic 14 days agc
Pulse
E rREADME.md pdate READM C 16 days agc
Graphs
README.md

HTTPS clone URL

veraPDF Corpus

You can clone with HTTPS

or Subversion. &
The repository contains the veraPDF test corpus for PDF/A specifications (Versions 1B, 1A, 2B, 2U, 2A,

3B, 3U, 3A) as well as a number of addiotional tests files for ISO 32000-1. ' Clone in Desktop

. . . . . &> Download ZIP
This test suite complements Isartor and Bavaria test suites and follows their test file pattern: ¥

» all test files are atomic
» they are self-documented via the document outlines
« the naming pattern and the directory structure indicate relevant parts of IS0 19005-1 specification

Eror

| @ 2015 veraPDF Consortium

https: /fgithub. com/veraPDF fveraP DF -corpus,pulls
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&« C f [3 blog.kbresearch.nl/20
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ABOUT DIGITAL PRESERVATION DIGITAL HUMANITIES DIGITISATION

Why PDF/A validation matters, T

of the Netherlands

even if you don’t have PDF/A

JULY 015 JOHAN

This is the first installment of a 2-part blog (part 2 is here). It was prompted by the

upcoming Digital Preservation Coalition briefing When is a PDF not a PDF?, for which |

was asked to prepare a presentation. My initial idea was to give an overview of the RECENT POSTS

work we did on PDF preservation risk assessment using a PDF/A validator in the

SCAPE project. Most of this has already been covered by a series of earlier blog posts. Why PDF/A validation matters - Part 2

Thace hlnoc vary miich ranracant diffarant ctacec af 2 warl in nraorace and | thinl thic ~ |



Image attribution

- Unencrypted by Brennan Novak from the Noun Project

* http://thenounproject.com/



