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Preserving the future

DPC training course

Advanced features
Day 2, morning

Trainers: Luis Faria, Miguel Guimaraes
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Agenda for Day 2, morning

10:00 Welcome by Jenny

10:05 DBPTK advanced features by Luis and Miguel
11:05 Break

11:25 Real-world use-cases by Luis

11:45 Case study: Implementing database archiving at the National Archives of Estonia
by Kuldar Aas, National Archives of Estonia

12:15 Questions and discussion
12:45 Lunch
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SSH Tunnel

SSH Tunnel

JDBC local connection

DBPTK Desktop Database server

Database server may not have a display or enough resources

Database server may not allow/support remote JDBC connection
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Selection of tables and columns
Select which tables and columns to export
Optimize export time

Reduce storage usage

Anonymize archived content

www.keep.pt
.
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Selection and materialization of views

Select the views to document
Document view query and column data types
Select the views to materialize (into tables)

Select the columns of the view to document and materialize

www.keep.pt
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Custom views
Create views at the moment of export

Select content and merge tables with join queries

Test the custom view before saving

www.keep.pt
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External files (files stored outside the database)

® < | picture - O
person Home Share View (2]
<« v A > ThisPC > Local Disk (C:) > database > person > picture v Search picture yel
Name - Date modified Type Size
Nam Birth Pictur
als t cture = 1,jpeg 23/07/2020 14:50 JPEG File 4215KB
= 2jpeg 2 JPEG File 4215K8
= 3.jpeg 23/ JPEG File 4215KB
= 4.jpeg 2 JPEG File 4215KB
Mary 1986-03-28 1jpeg 5 Sjpeg 2 JPEG File 4215K8
< 6.jpeg JPEG File 4215KB
Phillip 2.jpeg
6 items

www.keep.pt
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External files (files stored outside the database) via SSH tunnel

SSH Tunnel
JDBC local connection
File transfer
AR
DBPTK Desktop Database server

Connect to both remote database and file server

www.keep.pt
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Automated quality assurance

Independently assess if information is complete and correct

Cope with silent errors due to network or database driver misbehaving

Verify that all columns are exported, the content of columns and files is complete and correct

Ensure information in the database was not changed between export and archival

confirmation

www.keep.pt




Database Hash (top-hash)
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Hash of Schema 1

Tsort by name, concatenate, hash

Automated quality assurance

Hash of Table 1 Hash of Table 2

Merkle tree top-hash

sort by pk, concatenate, hash

A hash for the efficient and secure Ctt o R 7 Ve @ R

verification of the contents of large T ¥

concatenate, hash

deiers iivaiL rest

18 (&1 TEEl (62 Hash C1 Hash C2

C1 (AAAAAAA) | | C2 (BBBBBBB) c1 (ceceee) C2 (DDDDDD)

EEﬂockchantechrmﬂogy
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Automated quality assurance

Stored
procedure

Merkle Tree
top-hash:
EC2DF58B4EEF15E3
CF23E5415F75F69A
FCB2D566230AB8AF
1F2412E56C97549D

equalw

Merkle Tree
top-hash:
EC2DF58B4EEF15E3
CF23E5415F75F69A
FCB2D566230AB8AF
TF2412E56C97549D

SIAR

www.keep.pt



keep G1ARD \ { :! 10.000 files
o
{ | 10.000 files
Save LOBs outside SIARD file
_ | 5.000 files
Large Objects (LOBSs) are a set of data types that
are designed to hold large amounts of data.
=
They can be large binaries or text files Bt \ ‘ 1008
Split very big SIARD files into manageable parts %’ 1068
Split by maximum number of files
Split by maximum storage size

www.keep.pt
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Migrate from SIARD to SIARD
Select tables and columns

Add local files

Upgrade SIARD version

Change SIARD options (compress, format XML, save LOBs outside, etc))

www.keep.pt
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Migrate from SIARD to live DBMS

Import SIARD information into a database for restore or analysis
Supported: Microsoft SQL Server, MySQL, Oracle, PostgreSQL

NOTE 1. will not add behavior

NOTE 2: may not be able to add constraints, but will try

www.keep.pt
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P.

4 [¥8 Sample Order Lines
A Order Line ID
A OrderiD
A Order Priority
A Customer ID
#of Customers
A Customer Name
A Customer Segment
A city
A Product Category
A Product Sub Category
A Grouped Sub Category
A Product Container
A ProductName

Proft
A Sales Remarks A Order Year y
Quantity Ordered A Order Montn Sales Trend by Product Category m =
Sales 5
Hiscodns & Color Furniture Office Supplies Sa StckedBar  Hotgonsl  Horzonta
Gross Unit Price
Shipping Cost A PR Y e t E Ii
o' L0}
A ship Mode Scatter Line Area Combo
wi )
A Shipmentvia il Seze o
SiiAtsk 3 ttem (Detain) °% L ¢ (&)
Order Date -
Pie Donut
#0f Order Lines Y Fiters Scatier (Cat)
#of Orders
A Order Month ®
A Order Year Treemap  Sunburst
A Order Quarter
» (X8 Sample States @ ®
» I My Calculations = B/
R R B
o — adar Line acar Bar
TegCloud  Tmelne
Coordnates
Download more Oracle DV ex. & o e [
Chord Circular Network Sankey
Disgram  Network

Data Visualization Desktop

(1] Sample Project

Order Year Product Category
A Al

|7 wine v

iii Trellis Columns

A Product Category

Trellis Rows

3 values (v-Axis)

Sales

3 category (X-Axis)

Prepare

Customer Segment Continent

" Al
Key Sales and Profit Metrics by Product Categories

Profit

1,300,000

Sales

Overview  Product Profitability

50 &
Performance by Office

Customer Profitabilty TopCounties R Tie

Visualize

Narrate

8,500,000.00

Tree Diagram Sample Circle
Add Calculation Pack

sales by Product Category

Key Metrics by Product Category

Furniture
Office Supplies
Technology
Grand Total

Protit by Product Category

W Furniture
W Office Supples.

Technology

Product Sales by Customer Segment

#olOrder Lines  Sales
1884 2893293
4831 2131859
2285 3474848
9000 8500000
Home Office
Technology

s62%

Profit Profit Ratio
156,630 541
413,407 19.39
729.953 2101

1.300,000 1529

Consumer sma

Technology

Susiness

Technology

Data load
Import archived data into modern database system

Use the full query power of a modern database engine and enable
advanced analytics like data mining
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Advanced features
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Table management

Show/hide tables

Change table names and

descriptions

©

N actor
category
country < ) film_actor
y
> »
city film_category
2 language
>
"y
3 film
adéress
customer

@

store
»

staff inventory

rental

payment

www.keep.pt
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Column management
Show/hide columns

Change column name and description
Change column order

Show/hide column in search results, advanced search and row details

www.keep.pt
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Binary (BLOB) column options

HTML template for the download link

Text template for the file name (can use the value of other columns in the same row)

MIME type
& Downloads - (m} X
person
- v A ‘ > ThisPC > Downloads v Search Downloads yel
. A Name Date n'IC(I‘l’fIEd Type Size
Name Birth Picture
| Mary_1986-03-28,jpeg 23/07/202014:50  JPEG File 4215KB
< Phillip.jpeg 23/07/2020 1450  JPEG File 4215K8
Mary 1986-03-28 download
Phillip download 2items 1 item selected 4,11 MB =

www.keep.pt
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< &
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Q Search all records
Saved searches
= Tables -

B8 actor

Data transformation

Transform content to B8 address
answer useful el
guestions & country

88 customer
film

film_actor
film_category

De-normalization and
table and column hiding,
to simplify browsing/search
and allow anonymization entol

=2}
=2}
B8 film_text
=2}
=2}
e2:)
=2}
of content = s
v
v
v
A g
Y
Y
Y

inventory
language
payment

store
actor_info
customer_list
Film_list
nicer_but_slower_Ffilm_list
sales_by_film_category
sales_by_store
staff_list

& Technical Information ¥

@ Not secure | dbptk-enterprise.local/#database/1547aa41-1800-46b7-a28b-e82fe22F5883
P 2 /

Schema
Description O
'y actor
category
-
country = \ film_actor
; >
city film_category
language
-
. A
5 film
adéress
customer

@

store

inventory

staff

tal
payment R

®
@O S

Table name Description
The payment table records each payment made by a customer, with information such as the a
payment and the rental being paid for (when applicable). The payment table refers to the customer, re

staff tables.

www.keep.pt
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Data transformation (aka denormalization)

person
id name birth city_id person
D Mary 1986-03-28 [6)
2 ] Phil NULL
= VAS Name Birth City name Mayor County.
w name
e T
id name ayor |country_id Payne Ui
@ Payne Springs Y /@ Mary 1986-03-28 Springs Mary i
Rosenhayn NULL ]
Phillip Rosenhayn Ynlitee
/ / country States
( \‘ id name
% United States

www.keep.pt
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Data transformation (aka denormalization)

Country

Name

Cities

United States

Payne Springs,

Rosenhayn

person
id name birth city_id
D Mary 1986-03-28 [6)
2 ] Prillp NULL /(©
J e
[/ ey
ig/ / name \(\ayor country_id
g Payne Springs Y /®
Rosenhayn NULL ]
/ / country
( \‘ id hame
% United States

City
Name Residents
» Payne Springs Mary
Rosenhayn Phillip

www.keep.pt
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Saved searches

Use advanced search to

filter the results

Save the search for reuse

by all users

d5 DBPTKEnterprise X

© Information

v Q, Search all records

i= Tables
& Technical Information

B PG-13 films

Parents Strongly Cautioned. Some material may be inappropriate for children under 13. Parents are urged tc
may be inappropriate for pre-teenagers.

Search...

Title

AIRPLANE SIERRA

ALABAMA DEVIL

ALTER VICTORY

ANTHEM LUKE

APOLLO TEEN

List of actors

JIM MOSTEL
RICHARD PENN
OPRAH KILMER
MENA HOPPER
MICHAEL BOLGER

CHRISTIAN GABLE
ELVIS MARX

RIP CRAWFORD
MENA TEMPLE

RIP WINSLET
WARREN NOLTE
GRETA KEITEL
WILLIAM HACKMAN
MERYL ALLEN

REESE KILMER

JADA RYDER

ANGELA WITHERSPOON
OPRAH KILMER

MILLA KEITEL
OPRAH KILMER

MAE HOFFMAN
WOODY JOLIE

ED MANSFIELD
ALBERT JOHANSSON
OPRAH KILMER
MENA HOPPER

JEFF SILVERSTONE
DEBBIE AKROYD

CRACE MOSTFI

Description

A Touching Saga of a Hunter

A Thoughtful Panorama of a |

A Thoughtful Drama of a Con

A Touching Panorama of a Wi

A Action-Packed Reflection o

& C & dpc.database-preservation.com/?locale=en#searches/55a39fda-5f6b-4932-b33f-0b739a00ee77/f80a116d-64f9-479d-a903-f5caz

Release Year

2006

2006

2006

2006

2006
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REST API

Systems integration

Custom access portals

® Swagger Ul
C

DBPTK Enterprise API

REST API for the DBPTK Enterprise

v1 activity log

v1 authentication
v1 client logger
v1 collection

v1 database

@ dpc.database-preservation.com/swagger-ui.html#/v1%20database/retrieve_1

‘_ DBPTK Enterprise API v

‘ m /api/vl/database Createsadatabase

ﬂ /api/vl/database/{databaseUUID} Retrievesa specific database

‘ Parameters

Name

databaseUUID * =9
string

path.

Responses

Code Description

200 successful operation

Description

Response content type | application/json N
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Load on access and auto-unioad
Option to automatically load databases when user accesses
Automatically unload after a configurable amount of time

Optimize used resources on systems with many databases

www.keep.pt
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Advanced features demonstration



DBPTK Developer

Advanced features
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Import config
Generate import config file
Edit import config file
Define parameters

Use and re-use the import config file

www.keep.pt




import:
module: "mysql"

parameters:
eep. hostname: "localhost"
Preserving the future pO I’t—numbel’: ”33@6”

username: "root"
password: "123456"

schemas:
sakila:
tables:
|mP°|"t Config - name: "actor"
columns:
- name: "first_name"
YAML syntax - name: "last_name"
- name: "picture"
externallLOB:
Select tables and columns basePath: "C:\\>database\\actor\\picture\\"

accessMethod: "file-system"

where: "last_update between '{{START_DATE}}' and '{{END_DATE}}"'"

sortBy: "actor_id ASC"
views:

- name: "actor_info"

! materialize: false
Use {{variables}} columns:
- name: "actor_id"
- name: "first_name"

Select where and sortBy

Set every export parameter - name: "last_name"
- name: "film_info"
where: ""

Set filter parameters sortBy:



https://github.com/keeps/dbptk-developer/wiki/Import-Config-Module
https://github.com/keeps/dbptk-developer/wiki/Import-Config-Module

keep.
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Inventory filter module
8 person
Name Birth
( Mary 1986-03-28
SIAR
~ (xis
Phillip

Get a list of what was exported to SIARD, usually identifiers

May later be used to mark records as archived

https://github.com/keeps/dbptk-developer/wiki/lnventory-Filter-Module

www.keep.pt
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Convert Oracle geodata

. ctions =] & spatial~1
Export Oracle geographical g+ ava= S THTNtYTITY —
¥ N " g g‘;‘;‘““““"’“‘ Worksheet  Query Builder
information B
Oracle NoSQL Connections
(. Database Schema Service Connections
Closed specification only L
. ¥ - =
supported in specific Oracle ®
. Spatial 1
| |Cense types o 3 | Active SRID: 8307 | @ spatial ~
Active Map title Query Label col... Label color Markert.. Markerb... Markerfi.. Marker.. Curvecv
counties _ select fr.. - ui
Geometry Context
Column Value
CARTO_ID 31064890
PPARTITION_ID 10100012
ISO_COUNTRY_CODE UsA
d Pro, Q FEATURE_TYPE 900170 by
Vector Raster Database Web Mesh P(of:sslnuelp : = B : :g:::::l;:gs_lo i:t;:ssss @
PIAAPPRAIGBHIR @ - KN-8-BE% 2 =-00- e cusss . 3
— 5] ® 2 B Close
Layer Styling

| 9 ntc_map_admin_area multiple

& | = single symbol

[ simple fill

| Millimeter
i - 11100.0%
(0][e] V| Live update | </ Apply
Identify Results
B RAd %8N
Feature Value

~_ntc_map_admin_area multiple
[if]

» (Derived)
» ({-\(tlons)

PARTITION_ID
1SO_COUNTRY_CODE
GOVERNMENT_CODE
FEATURE_TYPE
ADMIN_PLACE ID
ADMIN_TYPE
DISPLAY_CLASS
NAME_ID

NAME
LANGUAGE_CODE
SQUARE_METER

ntc_map admin area.1413

ntc_map_admin_area.1413
31064890
31070438
10100012

USA
9223372036854775807
900170

21023658
1119

1
31070438
Monroe
ENG

8665696265

e

into GML

An open international standard

Ready to be used with open-source desktop or

Web tools.
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Custom import, export and filter modules

public interface DatabaseFilterModule extends DatabaseImportModule, DatabaseExportModule
/**

* The reporter is set specifically for each module/filter, so this call does

* not need to be chained to the next DatabaseFilterModule

*
* @param reporter
* The reporter that should be used by this DatabaseFilterModule
*/
@0verride

void setOnceReporter(Reporter reporter);

/**
Import the database model.

The database model handler to be called when importing the database.
@return Return itself, to allow chaining multiple getDatabase methods

*

*

* @param databaseExportModule
*

*

* @throws ModuleException

* generic module exception
*/
@0verride
DatabaseFilterModule migrateDatabaseTo(DatabaseFilterModule databaseExportModule) throws ModuleException;

}

www.keep.pt
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Fine-tuning

Fetch size

Controls the amount of rows that are retrieved from the database and stored in memory at once.

Oracle LOB prefetch size

Controls the amount of LOB that is prefetch for each row retrieved from the database and stored in memory at once.

Temporary files location and MapDB options

May need substantial space if SIARD is very large. MapDB is used for referential and entity integrity check.

Timezone options

Controls the timestamp field handling

www.keep.pt
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database s
preservation

DESKTOP
&
)
. =
Producers Archivists

database .o

preservatlon
docker

ENTERPRISE

~—— [
(2 o0 )
' ) ) o
= g "= 0

Producers Admin Archivists Applications

database wu
preservation

S0
DEVELOPER

e & R

Developers Applications Producers

www.keep.pt
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Desktop Enterprise Developer

Save to preservation format v v* v
Quality assurance (merkle tree) V4 v* v
Validation V4 v v
Enrich descriptions V4 V4 V4
Browse and search v V4 X
Transform (de-normalization) X V4 X
Export to live databases v v* V4
Activity Log X v X
Authentication X V4 X
Number of users one many one
Number of loaded databases few many

Integration with repositories b 4 v

Embeddable in Web portals X v

* Enterprise feature done via the upload/download of SIARD and usage of related tools

www.keep.pt
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issues
Get information about the issue
DBPTK Desktop, menu Help > Logs

DBPTK Enterprise, docker logs

How to reproduce the issue

www.keep.pt




New Issue - keeps/dbptk-ui - Mozilla Firefox

File Edit View History Bookmarks Tools Help

) New Issue - keeps/dbpt: X [

keep. < C @ © | & https://github.com/keeps/dbptk-ui/issues/ne - U W n o e® =

Preserving the future

ump to. Pulls Issues Marketplace Explore

& keeps/dbptk-ui @®Watch ~ 9 | fyStar 13 WFok 5
Issues ¢> Code Q@ Issues 46 i1 Pullrequests 1 () Actions [ Projects 2
Submit the issue ﬁ Title -
GitHub Community Guidelines
Write Preview
Open-source support
HB ZI i ¢& EEMEM @ -
Description:

Register free GitHub account

Browser (Internet explorer, Chrome, Firefox, etc):

https://qithub.com/keeps/dbptk-ui/issues/new

Browser version:

Attach files by dragging & dropping, selecting or pasting them. (M4}
D Styling with Markdown is supported

@ Remember, contributions to this repository should follow our GitHub Community
Guidelines



https://github.com/keeps/dbptk-ui/issues/new

& Newissue-Helpdesk |DE x

kee p & C & redmine.keep.pt/projects/helpdesk-dbptk-dpc/issues/new
.

Home My page Projects Help Logged in as Ifaria My account Sign out
Preserving the future

keep sercr: [

Overview Activity Issues QUCUAFSIEE Spent time

New issue
issues

Documents Wiki Settings

Tracker *

Support v () Private
Submit the issue e
Description (g [ 7 |['yl[s|[c]| [m][e][m] [=]li=] [=][=][we][e] (@[] [@
Commercial support
Contact sales@keep.pt )
Status * pNew v Parent task X
. Priority * | ow (10 days) v Start date |m‘
Check DPC database preservation s - -
J . Estimated time ours
commercial helpdesk service )

Files | select file |(Maximum size: 488 MB)

Watchers (] Gabriel Barros (
(] Miguel Ferreira

O ) Luis Faria
] (0 Miguel Guimaraes
© Search for watchers to add

| Create || Create and continue | Preview



mailto:sales@keep.pt

20-min break

Backat 11nh25

GMT+]
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Hospital legacy databases

Context

Set of database systems created to support specific hospital services

(cardiothoracic, neonatology and neutropenia)

They contain crucial information about the history of some patients that may be

needed for urgent interventions

www.keep.pt
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Hospital legacy databases

Problem

Databases were replaced by newer systems
Information was never migrated to newer systems
Original Database Management Systems are obsolete
Original developers and submitters are gone

Not enough documentation is available

www.keep.pt
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Hospital legacy databases

Solution

Export of all information into SIARD
Expert analysis of original database and interfaces to create documentation
Using RODA to keep documentation and DBPTK Enterprise to provide access

Use table and column management and data transformation to make databases more

user-friendly and better documented.

www.keep.pt
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Hospital legacy databases

Main software used
DBPTK Desktop for export into SIARD
RODA for catalogue and archiving representation information (documentation)

DBPTK Enterprise for access to database content

Main features used

Custom views and materialized views
SIARD metadata edition

Table and column management

Data transformation

www.keep.pt
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European Taxation and Customs Union: trader messages archive

Context

New EU service that will provide a centralized interface with customs authorities for

thousands of economic operators that bring the goods into the European Union.

All transaction messages will need to be archived for a decade.

www.keep.pt
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European Taxation and Customs Union: trader messages archive

Problem

Estimated 10 million messages per day
Production database needs to offload to archive daily and purge information
Must ensure no message is lost or mangled in the archival process

Archive process must keep up with production

www.keep.pt
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European Taxation and Customs Union: trader messages archive

Solution

Archive partial exports of database into SIARD (e.g. 1-hour timespans)
Archive into RODA and load into DBPTK Enterprise when access is needed
Continuous extraction, archive and validation workflow

Quality assurance is key

Third-party validation using Merkle Tree top-hash feature
Using inventory feature to mark messages as archived and ready to be purged/pruned

Using inventory to verify that no message missed being archived

www.keep.pt
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European Taxation and Customs Union: trader messages archive

Main software used
DBPTK Developer for continuous partial export to SIARD
RODA for archival, search and load into DBTPK Enterprise

DBPTK Enterprise to access on request and retrieve original message(s)

Main features used

Import config with custom view with where filter and variables
Automated quality assurance with Merkle Tree top-hash
Inventory report with identifiers of archived messages

Load on access and auto-unload for browsable databases in DBPTK Enterprise

www.keep.pt
.




Case study:
Implementing database archiving at the
National Archives of Estonia

by Kuldar Aas, National Archives of Estonia



Questions and discussion
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